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Violation  and/or  non-compliance  with  the  provisions  of  this  Compliance  Policy  may  lead  to  negative  financial,  legal  and  reputational  consequences  for  

both  Ukrenergo  and  you.

Therefore,  you  can  always  contact  the  Director,  Compliance  Officer,  Director  of  Legal  Support  or  Director  of  Human  Resources  for  advice  and/or  

clarification  on  various  compliance-related  issues.

This  Compliance  Policy  serves  as  the  basis  for  compliance  with  the  requirements  of  regulatory  and  legal  acts,  and  is  also  a  guarantee  that  the  

development  of  Ukrenergo  will  be  carried  out  in  accordance  with  international  standards.

However,  this  Compliance  Policy  does  not  regulate  all  situations  that  may  arise  in  the  activities  of  Ukrenergo.

Compliance  is  strict  compliance  by  Ukrenergo  and  all  of  us  with  the  legal  requirements  and  obligations  imposed  on  Ukrenergo  by  regulatory  and  legal  

acts  regarding  (i)  the  activities  of  OSP  (non-discrimination,  confidentiality,  transparency,  independence,  separation  (unbundling));  (ii)  fight  against  

corruption;  (iii)  settlement  of  conflicts  of  interest;  (iv)  antimonopoly  legislation;  (v)  labor  legislation;  (vi)  processing  of  personal  data;  (vii)  procurement;  

(viii)  environmental  safety;  (ix)  occupational  safety  and  fire  safety;  (x)  covenants;  (xi)  ensuring  information  and  cyber  security.

This  Compliance  Policy  is  intended  to  serve  as  a  guide  for  our  day-to-day  work  to  ensure  compliance  with  all  applicable  compliance  regulations  and  

requirements.  This  Compliance  Policy  attests  to  Ukrenergo's  firm  position  against  ignoring  any  activity  that  could  potentially  lead  to  violations  of  rules  

and  requirements.

-  2  -  

Dear  colleagues!

Compliance  is  not  only  about  taking  care  of  the  good  name  and  reputation  of  Ukrenergo  or  trying  to  avoid  compliance  risks.  It  is  important  to  create  

such  a  working  atmosphere  in  which  each  of  us  will  be  confident  in  the  correctness  of  our  actions,  in  the  fact  that  we  behave  honestly  and  with  dignity  

towards  each  other,  our  clients,  partners  and  society  as  a  whole.

Opening  speech  of  the  Director
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MAIN  PROVISIONS  OF  THE  COMPLIANCE  POLICY

In  this  Policy,  you  can  find  answers  to  the  following  questions:

-  3  -  

How  to  contact  the  Compliance  Officer?  
(Chapter  7)

How  to  avoid  corruption?  
(Clause  4.2)

How  to  report  a  crime?  (Chapter  8)

How  to  ensure  equal  treatment  of  market  participants  and  
network  users?  (Clause  4.8)

How  to  protect  personal  data  and  other  
confidential  information?  (Clause  4.5)

How  to  avoid  and  resolve  conflicts  of  interest?  
(Clause  4.4)

What  is  the  liability  for  non-compliance?  (Chapter  
10)
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Persons  involved

Covenants

Contact  person  between  OSP,  Continental  Europe  Regional  Group

Transmission  system  operator;

Director  (Executive  body),  members  of  the  Supervisory  Board,  any  employees  and  

persons  who  work  under  labor  and  civil  agreements  at  Ukrenergo,  as  well  as  other  
persons  acting  on  behalf  of  Ukrenergo;

TERMS  AND  ABBREVIATIONS

It  is  used  within  the  meaning  of  Article  1  of  the  Law  of  Ukraine  "On  the  Protection  of  

Economic  Competition";

UES

Affiliated  persons

access

CONTROL

United  Energy  System  of  Ukraine;

A  person  who  exercises  direct  organizational  or  legal  control  of  a  subordinate,  

including  through  the  resolution  of  issues  of  appointment,  dismissal,  payment  of  

remuneration  in  addition  to  the  basic  salary,  imposition  of  disciplinary  sanctions,  as  

well  as  the  provision  of  instructions,  assignments  and  control  over  their  implementation;

See  meaning  in  clause  4.6  of  this  Policy;

Conflict  of  interest

Public  authorities

Requirements

compliance

National  Data  Coordinator

CAP

1.   

Specific  compliance  requirements  and  Other  compliance-related  requirements;

Obligations  and  restrictions  imposed  on  Ukrenergo  by  agreements  on  attracting  

financing;

ENTSO-E  and  external  stakeholders  on  all  issues  related  to  information  sharing;

-  4  -  

For  the  purposes  of  this  Compliance  Policy,  terms  and  abbreviations  have  the  following  meanings:

Information  with  limited

An  official  who  is  responsible  for  monitoring  compliance  with  Ukrenergo  Requirements  

in  one  or  another  area;

State  administration  body

Other  requirements  related  to

Relatives  of  Officials  and  Officials  of  a  state  administration  body,  as  well  as  legal  and/

or  natural  persons  connected  by  Control  relations  with  Officials,  Officials  of  a  state  
administration  body  and/or  Relatives;

Controller

An  authorized  body  that  performs  the  functions  of  the  highest  management  body  of  

Ukrenergo;

Direct  supervisor

See  meaning  in  clause  4.4.1  of  this  Policy;

Requirements  of  current  legislation,  ethical  values,  Regulations  on  compliance  and  

this  Policy,  applicable  to  Ukrenergo  and/or  Involved  persons  in  relations  with  

Ukrenergo  and  related  to  (i)  procurement;  (ii)  labor  legislation;  (iii)  environmental  

safety;  (iv)  labor  protection  and  fire  safety;  (v)  covenants;  (vi)  ensuring  information  

and  cyber  security;

State  and  local  authorities  that  regulate,  monitor  and  control  the  activities  of  
Ukrenergo,  as  well  as  law  enforcement  agencies  that  may  conduct  investigations  

regarding  Ukrenergo  and /  or  the  Persons  involved,  in  particular,  but  not  exclusively:  

the  Regulator,  the  National  Agency  for  the  Prevention  of  Corruption,  the  Antimonopoly  

Committee  of  Ukraine,  National  Securities  and  Stock  Market  Commission,  etc.;
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Program  of  measures  to  prevent  Conflict  of  interests  in  the  provision  of  
electric  energy  transmission  services,  implementation  of  dispatching  
(operational  technological)  management  of  operating  modes  of  UES  of  
Ukraine,  performance  of  functions  of  settlement  administrator  and  commercial  
accounting  administrator;

Policy

Transaction  with  interest

Program  of  events

ÿ  Involved  and/or  Affiliated  person  acts  as  a  business  partner  in  the  transaction;

Compliance  provisions

A  transaction  that  (i)  is  concluded  and/or  executed  by  Ukrenergo;  and/or  (ii)  is  

concluded  and/or  executed  in  the  interests  of  Ukrenergo  or  in  which  the  ultimate  
beneficiary/beneficiary  is  Ukrenergo  (in  particular,  but  not  exclusively,  cases  of  

financing  of  such  contracts  by  international  financial  organizations/institutions)  and  

in  which  there  is  at  least  one  of  the  following  interests  Involved  and/or  Affiliated  
person:

Officials

ÿ  Involved  and/or  Affiliated  person  represents  a  business  partner  and/or  he/she  is  

an  official  of  such  business  partner  in  the  transaction;

Regulator The  National  Commission,  which  carries  out  state  regulation  in  the  spheres  of  

energy  and  communal  services;

Compliance  policy;

ÿ  Involved  and/or  Affiliated  person  benefits  (directly  or  indirectly)  from  the  initiation  

and/or  execution  of  the  transaction;

Relatives Husband,  wife,  son,  daughter,  stepson,  stepdaughter,  father,  mother,  stepfather,  

stepmother,  brother,  sister,  grandfather,  grandmother,  great-grandfather,  great-

grandmother,  grandson,  granddaughter,  great-grandson,  great-granddaughter,  son-

in-law,  daughter-in-law,  father-in-law,  mother-in-law,  father-in-law,  mother-in-law,  

adopter  or  adoptee,  guardian  or  custodian,  a  person  who  is  under  the  care  or  

guardianship  of  the  Person  Involved,  an  Official  of  a  public  administration  body  and/

or  one  of  the  spouses  of  such  a  person,  as  well  as  other  persons  living  together,  

related  by  common  everyday  life  and  have  mutual  rights  and  obligations  with  the  Involved  Person,  the  Official

See  meaning  in  clause  2.8  of  this  Policy;

ÿ  The  involved  and/or  Affiliated  person  is  a  supplier,  (sub)contractor  and/or  executor  

of  any  goods,  works  and  services  that  are  the  subject  of  the  transaction.

-  5  -  

Private  interest

Director  (Executive  body),  deputy  directors,  directors  (heads)  of  departments  and  

separate  divisions,  chief  accountant,  chief  engineer,  Compliance  officer,  authorized  
person  on  procurement  issues,  corporate  secretary,  heads  of  structural  divisions,  

project/program  managers;

Officials  of  the  state  
administration  body

Any  pecuniary  or  non-pecuniary  interest  of  the  Involved  Person  or  its  Affiliate,  

including  those  caused  by  personal,  family,  friendship  or  other  non-professional  

relationships  with  individuals  or  legal  entities,  including  those  arising  in  connection  
with  membership  or  activity  in  public ,  political,  religious  or  other  organizations;

Officials  of  the  State  Administration,  who  participate  in  the  corporate  management  
of  Ukrenergo;
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2.5.   

by  a  person  of  a  state  administration  body  and/or  one  of  the  spouses  of  such  a  person,  

including  persons  who  live  together  but  are  not  married;  Related  persons  also  include  the  

ex-husband  or  wife  of  the  Involved  Person,  the  Official  of  the  state  administration  body,  

the  marriage  between  whom  was  dissolved,  if  the  period  from  the  date  of  dissolution  of  

marriage  to  the  date  of  conclusion  and  execution  of  the  relevant  contract  does  not  exceed  

five  years;

PURPOSE  AND  SCOPE

2.6.   

-  6  -  

The  requirements  of  current  legislation,  ethical  values,  Regulations  on  compliance  and  

this  Policy,  which  apply  to  Ukrenergo  and/or  Involved  persons  in  relations  with  Ukrenergo  

and  refer  to  (i)  the  activities  of  OSP  (non-discrimination,  confidentiality,  transparency,  

independence,  separation  (unbundling));  (ii)  fight  against  corruption;  (iii)  prevention  of  

conflict  of  interests  (also  during  procurement);  (iv)  antimonopoly  legislation;  (v)  processing  

of  personal  data;

2.1.  The  purpose  of  this  Policy  is  to  allow  Ukrenergo  to:  (i)  create  an  effective  compliance  risk  management  system  (ii)  inform  Involved  

Persons,  business  partners  and  interested  parties  of  the  key  principles  of  compliance;  (iii)  maintain  a  culture  of  zero  tolerance  for  

corruption;  (iv)  contribute  to  the  avoidance  and  resolution  of  any  violations  of  the  Requirements;  and  (v)  achieve  its  purposes  set  

forth  in  the  Articles  of  Association.

2.2.   

Specific  compliance  requirements

The  policy  defines  key  roles,  principles,  procedures  and  standards  aimed  at  ensuring  compliance  with  the  Requirements  in  the  

day-to-day  activities  of  Ukrenergo  and  Involved  Persons.

This  Policy  applies  to  Ukrenergo  and  Involved  Persons.

Ukrenergo  expects  that  its  business  partners  and  interested  parties  adhere  to  the  basic  principles  of  this  Policy.  Third  parties,  

including  business  partners,  may  be  required  to  comply  with  this  Policy  and  Compliance  Regulations  (parts  thereof)  in  accordance  

with  the  concluded  contract  with  Ukrenergo.

Ukrenergo

2.3.  For  the  purposes  of  this  Policy,  compliance  is  the  compliance  of  Ukrenergo  and  the  Involved  Persons  with  the  Requirements  applicable  

in  such  areas  as:  (i)  activities  of  OSP  (non-discrimination,  confidentiality,  transparency,  independence,  separation  (unbundling));  

(ii)  fight  against  corruption;  (iii)  prevention  of  conflict  of  interests;  (iv)  antimonopoly  regulation;  (v)  labor  regulation;  (vi)  processing  

of  personal  data;  (vii)  procurement;  (viii)  environmental  safety;  (ix)  occupational  safety  and  fire  safety;  (x)  ensuring  information  

and  cyber  security  and  other  areas  determined  by  Ukrenergo.

2.7.   Violation  and/or  failure  to  comply  with  the  provisions  of  this  Compliance  Policy  may  result  in  the  following  consequences:  (i)  civil  

liability;  (ii)  administrative  responsibility;  (iii)  criminal  liability;  (iv)  financial  responsibility;  (v)  damaging  the  reputation  of  Ukrenergo;  

(vi)  revocation/suspension  of  permits,  licenses  and/or  refusal  of  OSP  certification;  (vii)  refusal  to  conclude  and/or  terminate  

contracts/business  relationships;  (viii)  denial  of  access  to  the  European  electricity  market.

Compliance  officer

2.4.   

2.8.   

The  policy  does  not  cover  all  situations  and  requirements  to  be  followed,  but  it  contains  the  most  important  of

Detailed  provisions  that  supplement,  explain  and  clarify  the  provisions  of  this  Policy  are  developed  by  Ukrenergo  and  include,  but  

are  not  limited  to,  the  following  internal  provisions:

SE  "NEC  "Ukrenergo"  and  its  legal  successors

ÿ  Anti-corruption  program;

Commissioner  for  the  implementation  of  the  anti-corruption  program  (compliance)

them

2.   
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ÿ  Receives  reports  from  whistleblowers  about  violations  in  the  field  of  compliance  committed  by  the  Director,  organizes  their  

review,  analyzes  the  results  of  the  review  and,  if  necessary,  makes  appropriate  decisions.  manages  the  conflict  of  interests  

that  may  arise  for  the  Director  and  members  of  the  Supervisory  Board;

ÿ  Policies  and  procedures  that  are  aimed  at  supporting  the  successful  implementation  of  the  Anti-Corruption  Program  and  other  

provisions  regarding  the  verification  of  counterparties,  gifts,  entertainment,  donations  and  other  areas  sensitive  to  corruption;

ÿ  Other  compliance  regulations  and  internal  instructions  (for  example,  regarding  transparency,  non-discrimination,  independence  

of  the  OSP,  information,  data  processing,  etc.)  and  other  rules  that  may  be  necessary  in  the  future,

ÿ  forms  the  policy  of  corporate  social  responsibility;  ÿ  ensures  internal  audit  

with  the  help  of  the  Audit  Committee;  ÿ  approves  Transactions  with  interest.

ÿ  Long-term  program  of  policy  compliance  measures;

hereinafter  referred  to  as  "Compliance  Regulations".

3.   

ÿ  Annual  implementation  plan  Compliance  policy;

3.1.   

3.3.  Director

ÿ  is  responsible  for  the  compliance  of  Ukrenergo  and  the  involved  persons  with  the  

Requirements;  ÿ  appoints  and  dismisses  the  Compliance  Officer,  taking  into  account  this  

Policy;  ÿ  sets  Ukrenergo  goals  in  the  field  of  compliance;  ÿ  approves  Regulations  on  

compliance,  except  for  the  Code  of  Corporate  Ethics;  ÿ  monitors  compliance  with  this  Policy  and  

Compliance  Regulations;  ÿ  determines  the  main  risks  in  the  field  of  compliance;  ÿ  promotes  a  

culture  of  compliance  and  awareness  of  risk  management  in  the  process

ÿ  Code  of  corporate  ethics;

KEY  ROLES  AND  DUTIES  OF  BODIES  AND  STRUCTURAL  SUBDIVISIONS  OF  UKRENERGO

decision-making  and  in  business  processes;

-  7  -  

ÿ  Corporate  Governance  Code;  ÿ  Conflict  of  

interest  management  policy;  ÿ  Compliance  risk  

management  policy;  ÿ  Information  policy;

All  Involved  Persons  are  required  to  comply  with  this  Policy  and  Compliance  Regulations.  At  the  same  time,  the  following  

management  bodies,  officials  and  structural  units  have  special  functions  and  roles  in  ensuring  compliance  in  Ukrenergo:

3.2.  Supervisory  Board

ÿ  Regulations  on  commercial  secrecy  and  confidential  information;

ÿ  Program  of  events;

ÿ  supervises  the  activities  of  the  Director  in  the  field  of  compliance;  ÿ  approves  the  

Policy  and  Code  of  Corporate  Ethics;  ÿ  receives  reports  on  the  compliance  of  the  

Director  and  Compliance  of  the  officer;

ÿ  The  procedure  for  reporting  information  about  violations  by  whistleblowers;
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3.4.9.  In  order  to  avoid  a  conflict  of  interest,  the  Compliance  Officer  may  not  have  any  operational  and/or  functional  duties  other  than  those  

related  to  ensuring  Ukrenergo's  compliance  with  the  Specific  Compliance  Requirements.

ÿ  monitors  disclosure  of  information  and  communication  processes;  ÿ  evaluates  the  

effectiveness  of  the  implementation  of  this  Policy  and  Regulations  on  compliance;  ÿ  periodically  

monitors  compliance  with  this  Policy  and  Regulations  on  compliance  at  Ukrenergo;  ÿ  together  with  the  Compliance  officer,  informs  

the  Supervisory  Board  about  risks  and  any  cases  of  non-compliance

Politicians

3.4.10.  It  is  forbidden  to  interfere  with  the  activities  of  the  Compliance  officer,  as  well  as  to  entrust  him/her  with  duties  that  do  not  belong  to  or  

go  beyond  his/her  authority,  lead  to  a  conflict  of  interests  or  limit  his/her  authority.

Demand;

3.4.4.  The  compliance  officer  is  the  Commissioner  for  the  implementation  of  the  anti-corruption  program  of  Ukrenergo,  as  it

provided  for  by  the  Law  of  Ukraine  "On  Prevention  of  Corruption".

ÿ  assists  the  Compliance  officer  in  the  performance  of  his  duties.

3.4.5.  The  Director  appoints  the  Compliance  Officer  in  agreement  with  the  State  Administration  Body.

3.4.11.  The  compliance  officer  as  the  Commissioner  for  the  implementation  of  the  anti-corruption  program  supervises  the  implementation  of  

the  anti-corruption  program  at  Ukrenergo.

3.4.12.  The  compliance  officer  takes  the  following  measures  to  ensure  compliance:

3.4.  Compliance  officer

3.4.6.  The  compliance  officer  is  dismissed  by  the  Director.  In  addition,  dismissal  at  the  initiative  of  Ukrenergo  must  be  previously  approved  by  

the  National  Agency  for  the  Prevention  of  Corruption.  The  National  Agency  for  the  Prevention  of  Corruption  must  in  any  case  be  

notified  of  the  termination  of  the  employment  relationship  with  the  Compliance  Officer.

ÿ  monitors  Ukrenergo's  compliance  with  the  Specific  Compliance  Requirements;  ÿ  establishes  

and  develops  effective  mechanisms  in  the  field  of  compliance  and  anti-corruption;  ÿ  implements  and  monitors  the  

implementation  of  the  Anti-Corruption  Program;  ÿ  controls  compliance  in  Ukrenergo;

-  8  -  

3.4.1.  The  Compliance  Officer  reports  directly  to  the  Director  and  is  an  objective  watchdog  who  ensures  the  fulfillment  of  Ukrenergo's  Specific  

Compliance  Requirements  by  identifying,  monitoring  and  managing  compliance  risks,  in  particular  regarding  discrimination,  breach  

of  confidentiality  and  Conflict  of  Interest.

3.4.7.  The  compliance  officer  is  under  the  control  of  the  Director  and  is  accountable  to  the  Director  on  the  Supervisory  Board.

3.4.8.  The  compliance  officer  supervises  structural  divisions  that  deal  with  the  following  areas:

3.4.2.  Compliance  officers  belong  to  the  2nd  line  of  defense  in  the  internal  control  system  of  Ukrenergo  (more

see  in  detail  subsection  9.2.).

ÿ  prevention  and  detection  of  corruption;  ÿ  

general  compliance  and  compliance  in  the  specific  field  of  OSP  activity.  With  the  permission  

of  the  Director,  the  Compliance  Officer  may  involve  other  employees  of  Ukrenergo  to  perform  their  duties  and  functions.

3.4.3.  The  list  of  compliance  risks  monitored  by  the  Compliance  Officer  is  given  in  Appendix  1  to  this
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ÿ  development  of  corporate  culture;

ÿ  deals  with  violations  in  the  field  of  corruption  and  compliance;  ÿ  

carries  out  approval  of  projects  of  Transactions  with  interest;  ÿ  manages  

communications  and  information  exchange  regarding  compliance;  ÿ  provides  

answers/clarifications  to  the  requests  of  the  Involved  Persons;  ÿ  submits  its  

compliance  reports  to  the  Director  and  the  Supervisory  Board.

3.4.15.  The  compliance  officer  cooperates  with  and  receives  all  the  necessary  assistance  from  the  department  of  economic  
security,  the  director  of  legal  support  and  his/her  subordinates,  the  director  of  personnel  management  and  his/her  
subordinates,  as  well  as  from  other  structural  divisions  and  officials  of  Ukrenergo  to  achieve  compliance  goals ,  raising  
awareness  and  mitigating  risks  in  the  field  of  compliance.

ÿ  personal  data;

3.4.13.  In  order  to  perform  the  functions  assigned  to  him/her,  the  compliance  officer  has  the  right  to:

3.5.  Director  of  Legal  Support  and  his/her  subordinates

3.5.1.  Director  of  Legal  Support  and  his/her  subordinates:

ÿ  within  the  limits  of  his  competence,  request  all  necessary  information,  documents  and  explanations  from  the  Involved  
persons,  as  well  as  have  access  to  the  necessary  facilities  and  locations  of  Ukrenergo,  subject  to  compliance  with  
the  requirements  of  the  legislation  on  state  secrets;

ÿ  provides  legal  advice  and  support  to  the  Compliance  Officer,  Director  and  Supervisory  Board

-  9  -  

ÿ  have  direct  and  permanent  access  to  the  Director,  other  Officials  and  the  Supervisory  Board;  ÿ  to  attend  

meetings  of  the  Supervisory  Board  and  Officials,  subject  to  compliance  with  the  requirements  of  the  legislation  on  state  
secrets;  ask  questions,  provide  conclusions,  opinions,  recommendations,  as  well  as  take  notes.  The  
recommendations  of  the  Compliance  Officer  must  be  considered.  Rejection  of  the  Compliance  Officer's  
recommendations  shall  be  in  writing  and  shall  be  duly  substantiated;

aspects  of  compliance  with  the  Requirements;

ÿ  have  access  to  the  system  for  notification  of  violations,  as  provided  for  in  section  8  of  this  Policy;  ÿ  analyze  

high-risk  transactions  (for  example,  transactions  referred  to  in  subparagraph  (h)  of  clause  4.4.7.  of  this  Policy);

ÿ  analyzes  changes  in  legislative  and  regulatory  requirements;  ÿ  

participates  in  official  inspections  and  investigations;  ÿ  analyzes  

purchase  and  sales  contracts;  ÿ  responds  to  requests  from  public  

authorities,  if  this  is  provided  for  by  internal  regulations.

3.6.  HR  Director  and  his/her  subordinates

ÿ  participate  in  official  inspections  and  investigations  regarding  violations  of  the  Requirements,  as  well  as
investigations  and  inspections  of  public  authorities;

3.6.1.  The  Director  of  Human  Resources  and  his/her  subordinates  cooperate  with  the  Compliance  Officer  on:

ÿ  provide  the  Director  and  the  Supervisory  Board  with  reports  containing  conclusions,  opinions,  and  recommendations.  
The  recommendations  of  the  Compliance  Officer  must  be  considered.  Rejection  of  the  Compliance  Officer's  
recommendations  shall  be  in  writing  and  shall  be  duly  substantiated.  3.4.14.  The  Compliance  Officer  ensures  the  

appropriate  level  of  understanding  and  participation  in  risk  management  of  the  Involved  Persons  by  organizing  effective  training,  
reporting,  transfer  of  issues  for  management  consideration  and  discussion.
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security

ÿ  briefings  for  employees  regarding  compliance  with  this  Policy  and  Regulations  on  compliance;  ÿ  KPI  approval;  ÿ  assessment  of  

employee  productivity.

3.8.  The  head  of  the  regime-secret  work  and  technical  information  protection  department  and  his/her  subordinates

4.   

4.2.1.  Ukrenergo  declares  and  adheres  to  the  principle  of  intolerance  to  bribery  and  corruption.  These  provisions  and  procedures  for  combating  

bribery  and  corruption  comply  with  Ukrainian  legislation  and  leading  international  practices.

3.7.  Director  of  the  Department  of  Economic  Security  and  his/her  subordinates

3.8.1.  The  head  of  the  regime-secret  work  and  technical  information  protection  department  and  his/her  subordinates:

ÿ  ensure  compliance  with  the  requirements  of  the  secrecy  regime;  ÿ  provide  

technical  protection  of  information  with  limited  access.  3.9.  The  financial  director  and  his/

her  subordinates

3.7.1.  The  director  of  the  economic  security  department  and  his/her  subordinates  promote  compliance  with  this  Policy

3.9.1.  The  CFO  and  his/her  subordinates  contribute  to  compliance  with  this  Policy  by:

UKRENERGO  COMPLIANCE  PRINCIPLES

4.1.  Legislation  and  sanctions

by:

ÿ  control  over  the  implementation  of  Covenants.

4.1.1.  Ukrenergo  strictly  complies  with  all  Requirements,  in  particular,  but  not  exclusively,  the  Laws  of  Ukraine  "On  the  Electricity  Market",  "On  

Prevention  of  Corruption",  the  Code  of  the  Transmission  System  and  other  legislative  and  regulatory  acts  regarding  the  electricity  market,  

corporate  governance,  disclosure  of  information,  public  procurement,  labor  regulation,  taxation,  antimonopoly  regulation,  environmental  

protection,  etc.  Ukrenergo  adheres  to  the  standards  established  by  international  law,  including  OECD  principles,  European  regulations,  

especially  those  stipulated  by  ENTSO-E,  and  also  implements  the  best  practices  of  behavior  and  work.

4.1.2.  Ukrenergo  conducts  inspections  of  its  business  partners,  including  potential  business  partners,  for  corruption  violations  and  sanctions  (in  

particular,  but  not  exclusively,  sanctions  provided  for  by  the  Law  of  Ukraine  "On  Sanctions",  the  International  Anti-Money  Laundering  

Group  (FATF),  etc. .)

ÿ  conducting  official  and  compliance  investigations  with  mandatory  involvement  of  Compliance

3.10.  Director  of  Information  Technology  and  his/her  subordinates

4.1.3.  Ukrenergo  cooperates  with  public  authorities  in  the  course  of  inspections,  investigations  and  market  research,  as  well  as  other  regulatory  

procedures  to  the  extent  stipulated  by  the  Requirements  or  necessary  to  protect  Ukrenergo's  legitimate  interests.
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3.10.1.  The  CIO  and  his/her  subordinates  promote  compliance  with  this  Policy  by:

Combating  bribery  and  corruption

officer;

4.2.   

ÿ  conducting  inspections  of  business  partners,  including  potential  business  partners;

ÿ  ensuring  (including  monitoring)  compliance  with  Information  and  Cybernetics  Requirements

ÿ  inspections  of  potential  employees  of  Ukrenergo.
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it  is  forbidden  to  make  contributions  to  support  political  parties.

4.2.2.  Ukrenergo  develops  and  supports  the  Anti-Corruption  Program,  as  defined  by  the  Law  of  Ukraine  "On

control  measures  to  reduce  these  risks  to  an  acceptable  level;

Business  Ethics

4.3.5.  Involved  persons,  regardless  of  their  private  interests,  refrain  from  implementing  the  decisions  or  instructions  of  the  Officials,  

if  they  pose  a  threat  to  the  rights,  freedoms  or  interests  of  individual  citizens,  legal  entities,  state  or  public  interests  defined  

by  legislation,  or  contradict  the  legislation.

ÿ  Special  provisions  regarding  gifts  and  entertainment;

prevention  of  corruption"  and  other  normative  acts.

ÿ  Anti-corruption  audit  of  counterparties;  ÿ  Special  provisions  

and  restrictions  for  political  and  charitable  activities  of  Ukrenergo;

4.2.3.  The  anti-corruption  program  defines  the  main  measures  aimed  at  prevention,  detection  and  fight  against

ÿ  Procedures  for  identifying  and  managing  Conflict  of  Interest  (see  clause  4.4  of  this  Policy);  ÿ  Prohibition  of  

unauthorized  use  and/or  transfer  of  Ukrenergo  property  to  third  parties;  ÿ  Acquaintance  of  new  employees  with  

anti-corruption  provisions  and  procedures;  ÿ  Regular  trainings  and  communication  with  Involved  persons  on  

anti-corruption  issues  (see  Section  7  of  this  Policy);  ÿ  Supporting  and  facilitating  the  channels  for  collecting  messages  

from  the  Involved  Persons  regarding  issues  of  ethical  violations  and

4.3.   

4.3.1.  Ukrenergo  develops  and  supports  the  Code  of  Corporate  Ethics,  which  establishes  mandatory  rules

bribery  and  corruption  and  includes  the  following:

possible  facts  of  corruption  violations;  protection  of  whistleblowers  and  their  confidentiality;

business  behavior  and  defines  basic  ethical  values.

4.3.2.  The  persons  involved  are  tolerant  and  respectful  of  the  political  views,  ideological  and  religious  beliefs  of  others,  and  also  

undertake  not  to  use  their  powers  in  the  interests  of  political  parties  and/or  politicians.

ÿ  Procedures  for  internal  investigations  and  appropriate  measures  to  eliminate  identified  violations;  ÿ  Periodic  

review  of  the  effectiveness  of  anti-corruption  control  and  its  continuous  improvement.  4.2.4.  Ukrenergo  does  not  

have  the  right  to  transfer  its  property  to  other  legal  entities  free  of  charge

ÿ  Permanent  public  declaration  by  the  top  management  of  Ukrenergo  of  their  obligations  and  obligations  of  Ukrenergo  to  

conduct  business  ethically,  regarding  intolerance  to  bribery  and  corruption,  as  well  as  regarding  specific  actions  of  
the  management,  which  testify  to  compliance  with  the  mentioned  obligations;

4.3.3.  Involved  persons  act  objectively,  independently,  impartially,  neutrally,  regardless  of  Private  interests,  personal  attitude  

towards  any  persons,  their  political  views,  ideological,  religious  or  other  personal
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natural  persons,  except  for  cases  provided  by  law.

views  or  beliefs.

ÿ  Appointment  of  the  Commissioner  for  the  implementation  of  the  anti-corruption  program  and  definition  of  his  functions  and

4.3.4.  The  persons  involved  must  not  misuse  and  inefficiently  use  the  funds  and  property  of  Ukrenergo.

powers;

4.2.5.  Political  parties  are  not  created  or  run  within  the  structure  of  Ukrenergo.  Ukrenergo

ÿ  Regular  identification  and  assessment  of  corruption  risks  in  order  to  develop  appropriate  and  sufficient  ones
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In  the  event  that  the  Compliance  Officer  has  a  Conflict  of  Interest,  he/she  shall  report  this  to  the  Director.

4.3.6.  The  involved  persons  independently  assess  the  legality  of  the  decisions/orders  made  by  the  Officials  and

ÿ  Potential  Conflict  of  Interest  -  the  presence  of  a  person's  Private  Interest  in  the  field  in  which  he  performs  his  official  or  

representative  powers,  which  may  affect  the  objectivity  or  impartiality  of  his  decision-making,  or  the  performance  or  non-

performance  of  actions  during  performance

In  the  event  that  the  Director  has  a  Conflict  of  Interest,  he/she  shall  notify  the  Compliance  Officer,  the  Supervisory  Board  and  

the  State  Administration.

possible  damage  that  will  be  caused  in  the  event  of  the  implementation  of  such  decisions/orders.

the  specified  powers;

ÿ  Real  Conflict  of  interests  -  a  contradiction  between  a  person's  private  interest  and  his  official  or  representative  powers,  

which  affects  the  objectivity  or  impartiality  of  decision-making,  or  the  performance  or  non-performance  of  actions  during  

the  performance  of  said  powers.

4.3.7.  Unethical  behavior  is  strictly  prohibited  and  is  subject  to  internal  investigation.  Involved  persons  can  send  information  about  their  

concerns  about  ethical  violations  to  the  Ukrenergo  hotline.

4.4.3.  Ukrenergo  provides  effective  management  of  Conflict  of  Interests.  The  conflict  of  interest  management  procedure  is  given  in  the  

Conflict  of  Interest  Management  Policy.

4.4.5.  A  conflict  of  interest  is  reported  in  writing  within  one  business  day  after  the  Involved  Person

and/or  An  official  of  a  state  administration  body  learned  about  a  Conflict  of  Interest.

4.3.8.  In  the  case  of  receiving  decisions  or  instructions  for  execution  that  the  Involved  Persons  consider  illegal  or  that  pose  a  threat  to  

the  legally  protected  rights,  freedoms  or  interests  of  individual  citizens,  legal  entities,  state  or  public  interests,  they  must  

immediately  notify  the  Compliance  Officer  in  writing.

4.4.4.  The  Conflict  of  Interest  of  the  Persons  Involved  must  be  reported  to  the  Compliance  Officer  and  the  Direct

4.4.6.  When  making  decisions,  Involved  persons  and  Officials  of  the  state  administration  body  are  taken  into  account

interests  of  Ukrenergo  and  do  not  adhere  to  their  own  private  interest.

In  the  event  of  an  illegal  decision/order  by  the  Director,  Involved  Persons  must  immediately  notify  the  Compliance  Officer  or  

the  Supervisory  Board  in  writing.  The  compliance  officer  informs  the  Supervisory  Board  about  such  a  case.

to  the  manager

4.4.7.  In  its  activities,  Ukrenergo  may  encounter  the  following  main  types  of  Conflict  of  Interest:

In  the  event  that  the  Conflict  of  Interest  concerns  the  Involved  Person  and  his  Direct  Manager  or  the  Conflict  of  Interest  

related  to  the  Officials  of  the  State  Administration,  the  Conflict  of  Interest  is  reported  exclusively  to  the  Compliance  Officer.
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4.4.  Management  of  Conflicts  of  Interest

4.4.1.  A  conflict  of  interest  is  a  situation  in  which  the  Private  Interest  of  the  Involved  Person  or  Officials  of  the  State  Administration  and/

or  his/her  Affiliates  conflicts  or  may  potentially  conflict  with  the  interests  of  Ukrenergo  and/or  their  obligations  to  Ukrenergo.

The  Compliance  Officer  analyzes  such  messages  and  informs  the  relevant  department  of  the  State  Administration  Body  if  

the  Conflict  of  Interest  concerns  Officials  of  the  State  Administration  Body.

4.4.2.  There  are  two  types  of  Conflict  of  Interest:
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Involved  persons  and  Officials  of  the  public  administration  body,  being  under  the  influence  of  the  Conflict  of  Interest,  

do  not  make  any  decisions  concerning  such  Involved  Persons  or  Officials  of  the  public  administration  body  and/or  

their  Affiliates.

(i)  Conflict  between  the  personal  interests  of  the  Involved  Persons,  Officials  of  the  state  body

(d)   

(h)  In  order  to  prevent  decision-making  by  Involved  persons  and/or  Officials  of  the  public  administration  body  under  the  

influence  of  a  Conflict  of  Interest,  the  Compliance  Officer  reviews  and  provides  results,  conclusions,  recommendations  

to  the  Director  and/or  the  Supervisory  Board  regarding:
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management  and  their  obligations  to  Ukrenergo  (a)

not:
Involved  persons,  Officials  of  the  public  administration  body  and  their  Affiliates  never

Involved  persons  and  officials  of  the  state  administration  body  must  act  impartially,  conscientiously  and  in  the  interests  

of  Ukrenergo.  This  means  that  business  decisions  must  be  made  without  any  influence  or  Private  Interest  of  the  

decision  maker  and/or  Affiliates.

ÿ  use  their  powers/positions  to  obtain  unjustified  advantages,  benefits  for  themselves,  Affiliates  or  third  parties;

(f)   

(g)   

(b)  A  conflict  of  interest  may  arise  if  the  private  interests/activities  of  the  Involved  Persons,  Officials  of  state  administration  

bodies  conflict  with  their  duties  to  Ukrenergo.

ÿ  conclude  contracts  on  their  own  behalf  and  for  personal  purposes  with  business  partners  with  whom  they  cooperate  

in  their  professional  activities,  if  they  can  personally  benefit  from  such  contracts.  This  includes  situations  where  

Involved  Persons  and/or  Officials  of  a  public  administration  body  may  have  a  direct  or  indirect  influence  on  

whether  a  business  partner  will  conclude  a  contract;

ÿ  Pravochyn  projects  with  interest;

ÿ  appointment,  dismissal,  prosecution  and  removal  of  Officials

(c)  A  person's  personal  activities  shall  be  considered  a  Conflict  of  Interest  if  he:

ÿ  use  Ukrenergo's  assets,  resources,  information,  resources  (including  business  connections)  obtained  by  them  

during  the  performance  of  their  official  duties  at  Ukrenergo,  for  personal  gain  or  advantages  for  Affiliated  persons  

or  third  parties.

persons;

(e)  Ukrenergo  prohibits  any  activity  of  the  Involved  Persons  and  Officials  of  the  public  administration  body  aimed  at  inciting  

and/or  participating  in  any  Conflict  of  Interest.

ÿ  payment  of  any  remuneration  over  and  above  basic  salary  to  Officials,  if  any

ÿ  negatively  affects  conscientious  decision-making  by  Involved  persons  and  Officials  of  the  state  administration  body  

or  their  judgment  in  the  performance  of  official  duties;

payouts:

ÿ  negatively  affects  Ukrenergo's  reputation  or  Ukrenergo's  business  relationships

Any  occurrences  that  are  considered  to  be  (or  appear  to  be)  a  Conflict  of  Interest  should  (i)  if  possible  be  avoided;  

and  (ii)  be  promptly  notified  in  accordance  with  clause  4.4.4.  of  this  Policy.

partners
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(b)  The  public  administration  body,  being  the  highest  governing  body  of  Ukrenergo,  cannot  use  the  assets,  personnel  

and/or  other  resources  of  Ukrenergo  to  achieve  political  goals,  unless  it  is  expressly  provided  for  by  the  

legislation  of  Ukraine.  Notwithstanding  the  above,  Ukrenergo  may  support  the  government's  goals  regarding  

the  development  and  reform  of  the  electricity  market,  if  such  support  does  not  conflict  with  Ukrenergo's  

obligations  under  the  Requirements  or  Ukrenergo's  strategic  interests,  as  determined  by  the  Supervisory  Board  

and/or  State  Authority;

ÿ  not  stipulated  by  the  collective  agreement;

(k)  Ukrenergo  takes  any  permissible  measures  to  resolve  the  Conflict  of  Interest.

(c)   

ÿ  are  not  carried  out  according  to  the  standards  established  by  the  collective  agreement;

(l)   

(m)  Involved  persons  never  make  decisions  on  the  following  issues  of  Ukrenergo:

ÿ  one-time  and  individual  payments  not  related  to  specific  work  results,  including  payments  for  the  

performance  of  important  and  particularly  important  tasks,  payments  for  anniversaries  and  
commemorative  dates.

ÿ  appointment,  dismissal,  suspension  and  application  of  disciplinary  sanctions  in  relation  to

All  such  political  functions  and/or  purposes  performed  by  Ukrenergo  must  be  transparent  and  subject  to  

disclosure.  Ukrenergo,  performing  such  political  functions,  should  receive  adequate  compensation;

(d)  Ukrenergo's  assets,  personnel  and/or  resources  may  not  be  used  free  of  charge  by  any  third  party,  in  particular  by  

the  State  Administration,  unless  otherwise  expressly  provided  by  the  legislation  of  Ukraine;

The  Person  involved  must  not  hold  the  position  of  a  Direct  Manager  or  a  position  subordinate  to  a  Direct  

Manager  in  relation  to  his/her  Related  Person.  Holding  relevant  positions  leads  to  a  conflict  of  interest.

themselves  or  their  Affiliates;

(e)  The  state  administration  body  does  not  interfere  with  the  competence  of  the  Supervisory  Board  provided  for  by  the  

Ukrenergo  Statute  and  does  not  make  any  decisions  regarding  any  issues  related  to  the  competence  of  the  

Supervisory  Board;
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ÿ  payment  of  bonuses  in  addition  to  the  basic  salary  to  himself  or  his  Affiliates.

Participation  of  Involved  Persons  in  political  parties  or  other  public  or  political  organizations  is  permissible,  if  it  

does  not  interfere  with  their  performance  of  their  duties  to  Ukrenergo.  When  expressing  their  personal  opinions  

publicly,  employees  should  not  create  the  impression  that  these  opinions  reflect  the  views  of  Ukrenergo.

(ii)  Conflict  between  the  political  role  and  the  role  of  the  owner  of  the  Public  Administration

Neither  Involved  Persons,  nor  Officials  of  the  State  Administration,  nor  Affiliated  Persons  shall  participate  in  

procurement,  initiate,  facilitate  the  conclusion  of  and/or  accept  offers  to  negotiate,  conclude,  execute  and/or  

obtain  the  execution  of  any  Acts  of  interest.

(i)   

(a)  The  public  administration  body  must  fully  recognize  and  respect  Ukrenergo's  rights  established  by  law  and  must  

limit  any  political  influence  that  goes  beyond  the  owner's  role;

(j)   
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(f)  The  interference  of  any  third  parties  in  the  activities  of  Ukrenergo  regarding  dispatching  (operational  and  technological)  

management  of  UES  is  prohibited,  unless  otherwise  expressly  provided  by  the  legislation  of  Ukraine.

ÿ  prevention  of  co-operation  and  combination,  which  may  lead  to  a  conflict  of  interests;

(iii)  Conflict  between  objectives:  maintaining  a  competitive  energy  market  versus  maximizing  the  profits  of  

companies  that  produce  and  supply  electricity  and  are  under  the  control  of  the  Public  Administration  Authority  

(a)  The  Public  Administration  Authority  in  order  to  comply  with  the  unbundling  requirements  shall  not  exercise  direct  or  

indirect  Control  (have  the  right  to  vote  in  the  bodies  of  a  legal  entity  and/or  appoint  officials  and/or  own  50  percent  or  

more  of  corporate  rights)  over  enterprises  engaged  in  the  production  or  supply  of  electricity  (or  natural  gas);

ÿ  limiting  access  to  commercial  information,  ensuring  physical  and  information  technology  security  of  

information,  delimiting  access  to  various  categories  of  data  in  information  systems,  determining  the  range  

of  persons  and  cases  of  access  to  information,  exercising  proper  control  over  the  activities  of  employees  

who  have  been  granted  access  to  information  with  limited  access;

ÿ  delineation  of  subordination  of  Involved  persons  performing  related  functions;

(b)  An  official  of  Ukrenergo  must  not  simultaneously  be  an  official  and  in  any  way  exercise  control  over  any  enterprise  

(including  a  foreign  one)  engaged  in  the  production  and/or  supply  of  electric  energy.

ÿ  ensuring  the  formalization  of  relations  between  the  officials  of  the  structural  divisions  that  ensure  the  provision  

of  electric  energy  transmission  services,  the  implementation  of  dispatching  (operational  and  technological)  

management  of  the  modes  of  operation  of  the  UES  of  Ukraine,  the  performance  of  the  functions  of  the  

administrator  of  calculations  and  the  administrator  of  commercial  accounting,  registration  and  storage  of  

relevant  documents.

(iv)  Conflict  of  interests  in  the  performance  of  Ukrenergo's  four  functions

(c)  Ukrenergo  ensures  constant  monitoring  and  updating  of  the  Program  of  measures  to  achieve  full  readiness  to  

resolve  the  Conflict  of  Interests.  Every  quarter,  Ukrenergo  publishes  reports  on  the  implementation  of  the  

Program  of  Measures  on  its  website.

(a)  In  the  course  of  providing  electric  energy  transmission  services,  carrying  out  dispatching  (operational  and  

technological)  management  of  operating  modes  of  UES  of  Ukraine,  performing  the  functions  of  settlement  

administrator  and  commercial  accounting  administrator,  Ukrenergo  takes  all  necessary  measures  to  prevent  

Conflict  of  Interests.

(d)  Ukrenergo  approves  regulations  on  structural  subdivisions  and  job  instructions,  taking  into  account  the  separation  

of  responsibilities  and  subordination  of  departments  and  divisions  that  ensure  the  provision  of  electric  energy  

transmission  services,  the  implementation  of  dispatching
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(b)  In  order  to  prevent,  identify  and  counter  the  Conflict  of  Interest,  Ukrenergo  develops

Program  of  events.  The  event  program  provides:

ÿ  independence  in  decision-making  by  officials  of  structural  subdivisions  that  ensure  the  provision  of  electric  

energy  transmission  services,  implementation  of  dispatching  (operational  and  technological)  management  

of  work  modes  of  UES  of  Ukraine,  performance  of  functions  of  settlement  administrator  and  commercial  

accounting  administrator;
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ÿ  The  volume  of  personal  data  must  correspond  to  the  purpose  of  processing.  Under  no  circumstances  should  
Ukrenergo  process  an  excessive  amount  of  personal  data.  Ukrenergo  must  ensure  the  accuracy,  reliability  and  
relevance  of  personal  data.  Personal  data  must  be  deleted  as  soon  as  the  purpose  of  their  processing  is  achieved  
or  ceases  to  exist;

(operational  and  technological)  management  of  work  modes  of  the  UES  of  Ukraine,  performing  the  functions  of  

the  administrator  of  calculations  and  the  administrator  of  commercial  accounting.

4.5.3.  Ukrenergo  processes  personal  data  in  accordance  with  the  following  principles:

ÿ  Personal  data  must  not  be  disclosed  to  third  parties  without  the  written  consent  of  the  subject  of  personal  data,  
except  when  disclosure  of  personal  data  is  required  or  permitted  by  current  legislation;
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(e)  Ukrenergo,  on  the  basis  of  the  Program  of  Measures  and  the  Law  "On  the  Electric  Energy  Market",  carries  
out  any  structural  reorganizations,  internal  transformations,  changes  in  functions,  appointments,  transfers,  
combinations  or  simultaneous  positions.

ÿ  Existence  of  a  legitimate  purpose  for  processing  personal  data.  This  purpose  must  be  communicated  to  the  subject
personal  data  before  the  start  of  personal  data  processing;

4.5.  Personal  data

ÿ  Processing  of  personal  data  is  carried  out  on  the  basis  of  the  express  written  consent  of  the  subject  of  personal  data

ÿ  Technical  and  administrative  measures  must  be  taken  to  prevent  illegal  or  accidental  processing,  loss  or  disclosure  
of  personal  data.  Ukrenergo  must  provide  access  to  personal  data  only  to  authorized  persons.

4.5.4.  Cross-border  transfer  of  personal  data  may  be  carried  out  on  the  basis  of  the  consent  of  the  subject  of  personal  data,  or  
in  cases  provided  for  by  law.  Cross-border  transfers  of  personal  data  may  be  carried  out  if  the  respective  country  
takes  appropriate  measures  to  protect  personal  data.

4.5.1.  In  the  course  of  its  activities,  Ukrenergo  may  process  personal  data.  The  processing  and  protection  of  personal  data  is  
carried  out  in  strict  accordance  with  the  legislation  of  Ukraine  and  leading  practices  and  is  aimed  at  protecting  the  
legal  rights  and  interests  of  all  involved  persons.

data,  unless  otherwise  provided  by  law;

4.6.   Privacy

ÿ  If  personal  data  is  received  directly  from  the  subject  of  personal  data,  he  is  provided  with  advance  notice  of  
processing  of  personal  data.  In  the  case  of  receiving  personal  data  from  third  parties,  notification  of  processing  of  
personal  data  is  provided  to  the  subject  of  personal  data  within  30  days;

4.5.2.  In  the  course  of  its  activity,  Ukrenergo  may  process  personal  data  of  the  following  persons:

4.6.1.  Ukrenergo  processes  confidential  information  during  its  daily  and  operational  activities

ÿ  Obtaining  or  collecting  personal  data  is  carried  out  from  legal  sources.  Subjects

activity

ÿ  Employees  (including  potential  employees,  as  well  as  employees  with  whom  labor  relations  have  been  terminated)  
and  members  of  their  families;

4.6.2.  Ukrenergo  considers  the  following  as  confidential  information:

ÿ  Business  partners  (including  potential  business  partners);

sources  of  personal  data  collection  are  reported;

ÿ  Other  persons.
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ÿ  all  information  received  from  third  parties  (including  market  participants),  which  is  not  publicly  available;  ÿ  information  

about  its  activities  that  is  not  publicly  available,  and  its  disclosure  may  cause  harm:

4.6.4.  Taking  into  account  the  above  classification,  Ukrenergo  uses  the  most  optimal  exchange  method

ÿ  The  need  to  store  Information  with  limited  access  of  Ukrenergo;  ÿ  The  need  to  

protect  information  about  critical  energy  infrastructure.

-  the  legal  rights  and  interests  of  Ukrenergo;

information  in  order  to  ensure  the  appropriate  level  of  its  confidentiality

4.6.6.  Ukrenergo  ensures  complete  confidentiality  of  Information  with  limited  access  by  setting  it  up

4.6.5.  By  its  nature,  Restricted  Information  is  divided  into  the  following  key  types:

-  competition  on  the  market  (for  example,  can  provide  commercial  advantages  to  market  participants),

necessary  procedural  and  technical  conditions,  based  on:

4.6.8.  Ukrenergo  processes  confidential  information  based  on  the  following  principles:

hereinafter  referred  to  as  "Restricted  Information".

-  Policy  7:  Data  exchange  "Code  of  conduct  and  basic  rules  of  data  ownership";

ÿ  Law  "On  the  Electric  Energy  Market";  ÿ  

Transmission  System  Code;  ÿ  International  

legislation;  ÿ  European  regulations,  in  particular  

the  ENTSO-E  Operating  Manual,  including:
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4.6.3.  Ukrenergo,  taking  into  account  the  requirements  of  the  current  legislation,  distinguishes  confidential  information  according  
to  the  following  levels:

-  Policy  6:  Communication  infrastructure.

4.6.7.  The  policy  states  that  confidentiality  is  important  for  the  following  reasons:

a.  for  official  (internal)  use;

ÿ  The  need  to  prohibit  the  flow  of  Information  with  limited  access  from  market  participants  to  their  competitors,

b.  confidentially;

who  are  users  of  the  transmission  network;

c.  strictly  confidential.

Reports  for

violations

by  the  results

"confidential"

regarding  the  market

Information  on  critical  energy  

infrastructure  Information  on  

systems  and  assets  (physical  or  virtual)  

that,  in  the  event  of  their  destruction  

or  exit  from

Another  one

Own

investigation  

Information  

received  during  

the  investigation  

of  any
Information,

systems  can  negatively  affect  the  security  

of  the  relevant  infrastructure,  economic  

security,  health  care,  etc defined  as

Cyber  security  

information

information  or  
with  limited

access

Corporate  

information  

and  information
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-  information  can  be  made  public  only  if  it  is  required  by  the  current  legislation  or  stipulated  by  the  Information  
Policy  of  Ukrenergo  and  the  Regulation  on  commercial  secrecy  and  confidential  information.

ÿ  Access  and  use:

-  Ukrenergo  organizes  an  information  security  management  system,  which  is  aimed  at  protecting  Information  
with  limited  access  from  unauthorized  access  and  provides  its  necessary  support.  Ukrenergo  ensures  
information  security  through  the  implementation  of  highly  efficient  IT  infrastructure.

4.6.9.  Ukrenergo  is  obliged  to  ensure  the  confidentiality  of  all  documents  classified  as  state  secrets  and  of  strategic  and  
national  value.

-  access  to  relevant  information  is  provided  to  Involved  persons  only  for  the  performance  of  their  functional  
duties  in  the  interests  of  Ukrenergo.  Access  to  information  must  be  provided  taking  into  account  regulatory  
requirements  and  the  elimination  of  Conflict  of  Interests  during  the  provision  of  electric  energy  transmission  
services,  the  implementation  of  dispatching  (operational  and  technological)  management  of  the  modes  of  
operation  of  the  UES  of  Ukraine,  the  performance  of  the  functions  of  the  settlement  administrator  and  
commercial  accounting  administrator;

ÿ  Transfer  of  information  to  third  parties:

-  the  transfer  of  information  to  third  parties  should  be  carried  out  only  in  the  case  of  a  justified  purpose;

-  access  to  information  and  its  use  must  be  carried  out  after  providing  Ukrenergo  with  a  written  obligation  of  non-
disclosure;

-  transfer  of  information  to  third  parties  must  be  properly  permitted/authorized;

4.6.10.  Ukrenergo,  through  the  National  Data  Coordinator,  ensures  an  appropriate  level  of  confidentiality  when  exchanging  
information  with  other  TSOs  and  external  organizations,  including  the  European  Commission,  the  Agency  for  the  
Cooperation  of  Energy  Regulators,  Regional  Security  Coordination  Initiatives  (Regional  Security  Coordination  
Initiatives)  and  the  Regional  Group  of  Continental  Europe  (Regional  Group  Continental  Europe)  and  others.
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-  access  to  information  should  be  provided  only  if  it  is  used  for  the  purposes  provided  for  by  current  legislation.  
The  use  of  information  by  Involved  persons  in  their  own  interests  and  in  the  interests  of  Affiliated  persons  or  
third  parties  is  prohibited.

-  the  transfer  of  information  to  third  parties  must  be  carried  out  in  accordance  with  current  legislation,  internal  
regulatory  requirements  and  obligations;

-  access  is  provided  to  the  minimum  necessary  information,  which  is  needed  only  to  perform  its  tasks

-  the  transfer  of  information  to  third  parties  must  be  carried  out  on  the  basis  of  a  written  consent  or  other  legal  
instrument  regulating  the  provision  of  proper  handling  and  protection  of  confidential  information,  unless  
otherwise  provided  by  the  current  legislation;

-  Ukrenergo  must  transfer  to  third  parties  the  minimally  necessary  information,  which  is  necessary  only  to  fulfill  
the  relevant  obligations.

functional  duties;

-  Ukrenergo  counters  any  attempts  to  misuse  Restricted  Information  by  Involved  Persons.

ÿ  Public  disclosure  of  information:

ÿ  Storage  and  protection:

Machine Translated by Google



ÿ  Publishing  and/or  providing  other  information  that  may  be  required  to  be  disclosed  from  time  to  time.  (ii)  as  a  state-owned  

enterprise,  Ukrenergo  discloses  to  the  general  public  the  following  information  regarding

4.6.11.  To  ensure  the  proper  use  of  Information  with  restricted  access,  Ukrenergo  creates  the  necessary  internal  policies  and  procedures  that  

determine  the  rights,  duties  and  responsibilities  of  the  Involved  Persons  regarding  confidentiality.

ÿ  Publication  on  the  official  website  of  all  relevant  electricity  market  data  and  reporting  to  European  institutions  in  accordance  with  

the  current  requirements  established  at  the  time  of  application  to  join  ENTSO-E,  including  the  publication  of  historical  data;

energy";

are  as  follows:

4.6.12.  Other  details  regarding  the  treatment  of  confidential  information  and  its  exchange  are  determined  by  relevant  documents.

ÿ  Preparation  and  publication  of  the  necessary  reports  provided  for  by  the  current  legislation,  taking  into  account

4.7.   

-  Annual  report  on  assessment  of  compliance  (sufficiency)  of  generating  capacities;

own  activity:
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Transparency  and  disclosure  of  information

-  Annual  report  on  the  results  of  providing  services  for  connecting  electrical  installations  of  customers

to  electrical  networks;

4.7.1.  Ukrenergo  ensures  open  and  transparent  relations  with  all  interested  parties,  including  customers,  network  users,  public  authorities,  suppliers,  

energy  sector  entities,  other  TSOs  and  European  institutions  operating  in  the  field  of  electricity.  Transparency  is  a  prerequisite  for  the  

functioning  of  a  competitive  electricity  market  and  Ukraine's  preparation  for  integration  with  the  European  electricity  market.

-  Report  on  the  implementation  of  the  Program  of  measures;

4.7.2.  Ukrenergo  ensures  full  transparency  in  its  activities  within  the  framework  of  fulfilling  the  role  of  TSO,  as  a  responsible  participant  in  the  

electricity  market,  based  on  Ukrainian  and  international  legislation,  as  well  as  European  rules  and  requirements,  including  those  stipulated  

by  ENTSO-E:

(i)  as  a  TSO  in  Ukraine,  Ukrenergo  is  obliged  to  provide  access  to  its  energy  system  to  all  users  of  the  transmission  system.  Ukrenergo  

acts  on  the  basis  of  the  principle  of  transparency  when  providing  services  for  the  transmission  of  electric  energy,  carrying  out  

dispatching  (operational  and  technological)  management  of  the  modes  of  operation  of  the  UES  of  Ukraine,  performing  the  

functions  of  a  settlement  administrator  and  a  commercial  accounting  administrator.  Following  the  principle  of  transparency  is  one  

of  the  best  ways  to  be  independent  of  all  market  participants  and  not  to  act  in  their  favor.  Ukrenergo  ensures  transparency  

through:  ÿ  Conducting  public  discussions  of  the  Transmission  System  Development  Plan  for  the  next  10  years,  public  studies  or  

implementation  of  electricity  market  functioning  mechanisms;  ÿ  Publication  of  tariffs  for  electric  energy  transmission  services,  as  

well  as  tariffs  for  dispatching  (operational  and  technological)  management  services  on  the  official  website  within  three  days  

after  their  approval  by  the  Regulator;

ÿ  Providing  answers  to  requests  from  interested  persons  and  market  participants;  ÿ  Publication  

and/or  provision  of  other  information  provided  for  by  the  Law  "On  the  Electricity  Market

ÿ  Publication  of  standard  contracts  on  the  connection  of  electrical  installations  to  the  transmission  system,  on  the  provision  of  

services  for  dispatching  (operational  and  technological)  management,  on  the  provision  of  services  on  the  transmission  of  

electrical  energy,  on  the  settlement  of  electrical  energy  imbalances,  etc.  on  the  official  website  within  three  days  after  their  

approval  by  the  Regulator;
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4.8.  Non-discrimination  (equal  treatment  of  market  participants  and  network  users)

Ukrenergo's  goals  and  status  of  their  achievement;

relevant  electronic  platforms;

4.8.1.  Ukrenergo,  being  a  TSO  and  playing  a  key  role  in  the  Ukrainian  electricity  sector,  undertakes  not  to  discriminate  against  any  

market  participant  and  network  users.  Ukrenergo  provides  access  to  its  electricity  networks  on  a  non-discriminatory  and  

transparent  basis  to  all  users  of  the  transmission  system  in  accordance  with  the  electricity  transmission  tariffs  approved  by  

the  Regulator.

ÿ   

site  all  necessary  data  (including  historical)  for  market  participants.

(v)  as  a  party  preparing  for  integration  with  the  European  electricity  market,  Ukrenergo  provides  cooperation  in  the  field  of  

information  exchange  with  the  ENTSO-E  Transparency  Platform.  4.7.3.  In  order  to  avoid  distortion  of  competition  in  the  

electricity  market,  Ukrenergo  publishes  on  its  website

ÿ  annual  reports  of  the  Supervisory  Board  and  Director  of  Ukrenergo;  

ÿ  structure,  principles  of  formation  and  amount  of  remuneration  of  the  head  and  members  of  the  Supervisory  

Board;  ÿ  decision  of  the  State  Administration  Body;  ÿ  information  about  the  contracts  to  which  Ukrenergo  is  a  

party;  ÿ  financial  and  operational  results;  ÿ  management,  ownership  and  voting  structure  at  the  enterprise;  ÿ  

management  qualification  and  candidate  selection  procedure;  ÿ  significant  risk  factors  that  can  be  predicted;  ÿ  

information  about  any  financial  assistance  from  the  state;  ÿ  major  transactions  with  the  state  or  other  Affiliated  

persons;  ÿ  information  on  any  relevant  issues  affecting  the  Participants  and  other  interested  parties

4.7.4.  Additional  transparency  and  disclosure  requirements  may  arise  through  Ukrenergo's  bilateral  agreements  with  the  Regulator  or  

other  national  stakeholders

4.8.2.  Ukrenergo  provides  non-discriminatory  access  to  its  electricity  networks  by:

ÿ  organization  of  public  discussions  and  consultations  on  joining  networks  with  existing  and

persons;

4.7.5.  Ukrenergo  appoints  a  National  Data  Coordinator  to  ensure  the  exchange  of  information  with  other  TSOs  and  external  

organizations  (see  4.6.10),  as  well  as  Data  Correspondents  for  reliable  reporting  on  the  necessary  data,  who  are  responsible  

for  the  quality  and  provision  of  operational  data.

potential  users  of  the  transmission  system  or  interested  persons;

ÿ  publication  of  tariffs  for  electricity  transmission  and  agreements  on  joining  the  system

ÿ  other  necessary  information  that  must  be  published  after  the  corporatization  of  Ukrenergo.

4.7.6.  Ukrenergo  ensures  the  timely  publication  and  disclosure  of  the  necessary  data  based  on  the  principles  and  conditions  defined  in  

the  Information  Policy  of  Ukrenergo  and  taking  into  account  the  fulfillment  of  the  necessary  confidentiality  requirements.

transfers,  on  the  regulation  of  electrical  energy  imbalances,  etc.;

4.7.7.  Ukrenergo  is  obliged  to  ensure  the  proper  and  effective  functioning  of  the  relevant  business  process,
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(iii)  As  a  responsible  investor,  Ukrenergo  is  a  member  of  the  Construction  Transparency  Initiative

(Construction  Sector  Transparency  Initiative)  in  order  to  provide  access  to  complete  information  on  activities  in  the  

construction  sector;

related  to  transparency  and  information  disclosure.

(iv)  as  a  purchasing  and  selling  party,  Ukrenergo  publishes  all  necessary  information  on
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4.10.  Antimonopoly  regulation

ÿ  publication  of  a  standard  contract  for  the  provision  of  electric  energy  transmission  services,  as  well  as  
publication  of  other  related  information  provided  for  by  the  Law  "On  the  Electric  Energy  Market"  and  the  
Code  of  the  Transmission  System;

Purchases  and  sales

4.10.1.  In  the  field  of  antimonopoly  regulation,  Ukrenergo  adheres  to  the  following  position:

ÿ  non-discrimination  between  market  participants  who  wish  to  gain  access  to  the  pass

4.9.   

4.9.1.  Ukrenergo  ensures  the  transparency  and  legality  of  procurement  and  sales  procedures.  4.9.2.  Ukrenergo  

strictly  adheres  to  Ukrainian  procurement  legislation  and  adheres  to  the  principles  established  by  the  Law  of  Ukraine  "On  
Public  Procurement".  To  fulfill  this,  Ukrenergo  undertakes  to:  ÿ  Promote  fair  competition  between  all  participants;  

ÿ  Ensure  maximum  savings  and  efficiency;

capabilities

ÿ  Guarantee  openness  and  transparency  at  all  stages  of  procurement;

ÿ  does  not  engage  in  any  concerted  anti-competitive  practices  under  antitrust  laws,  including  pricing,  market  
share,  capacity,  regional  market  allocation,  or  price  fixing;

ÿ  does  not  abuse  a  monopoly  (dominant)  position;  ÿ  does  not  

conduct  restrictive  and  discriminatory  activities;  ÿ  does  not  participate  

in  other  types  of  activities  prohibited  by  antimonopoly  legislation.

4.8.3.  Ukrenergo  may  deny  access  to  electrical  networks  in  the  event  of  insufficient  capacity  of  electrical  networks  with  
the  justification  of  the  reason  for  such  refusal,  which  must  be  based  on:

ÿ  Avoid  discrimination  of  participants;  ÿ  

Conduct  an  objective  and  impartial  assessment  of  tender  proposals;  ÿ  To  

prevent  corrupt  practices  and  abuses.

4.11.  Health  and  safety

4.11.1.  Ukrenergo  conducts  its  activities  in  strict  accordance  with  the  legislation,  with  the  aim  of  ensuring

ÿ  objective  technically  and  economically  justified  criteria;  ÿ  information  

about  the  justified  period  necessary  for  the  creation  of  a  capacity  reserve

4.9.3.  Ukrenergo  strives  to  do  business  with  decent  and  honest  business  partners  who  have  a  good  business  reputation.  
Before  concluding  the  transaction,  Ukrenergo  carries  out  an  anti-corruption  check  of  counterparties  using  legal  
methods.  The  procedure  for  conducting  such  an  audit  is  established  by  the  Regulation  on  the  procedure  for  
conducting  an  anti-corruption  audit  of  business  partners  of  Ukrenergo.

health  and  safety  of  the  persons  involved.

4.9.4.  Involved  persons  and  their  Affiliates  are  prohibited  from  participating  in  any  procurement  and
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networks  in  accordance  with  the  Transmission  System  Development  Plan.

4.8.4.  Ukrenergo  gives  priorities  in  the  dispatching  of  power  generation  facilities  that  are  used

asset  sales  carried  out  by  Ukrenergo.

renewable  energy  sources.
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ÿ  This  Policy,  Regulations  on  compliance,  as  well  as  changes  to  them  have  been  approved,  put  into  effect,  and  
are  available  to  the  relevant  Involved  persons;  periodic  monitoring  and,  if  necessary,  updates  are  carried  out;

4.11.2.  Ukrenergo  complies  with  the  Requirements  and  supports  the  policy  of  zero  tolerance  for  violations  in  the  field  of  
labor  safety.  Ukrenergo  takes  a  proactive  position  regarding  risk  management  in  the  field  of  occupational  safety  
and  uses  its  resources  to  prevent  accidents  at  work  through  the  following  measures:

4.12.  Environmental  safety

ÿ  The  main  legal,  regulatory,  ethical  requirements  that  apply  to  Ukrenergo  (i.e.  the  Requirements)  are  defined,  
documented  and  brought  to  the  attention  of  the  Involved  Persons;

ÿ  Conducting  anti-corruption  and  other  audits  in  the  field  of  compliance  of  business  partners  (including

ÿ  Obtaining  and  maintaining  the  validity  of  all  necessary  permits  and  licenses  (for  example,  for  works

4.12.1.  Ukrenergo  strives  to  increase  environmental  safety  and  minimize  its  negative  impact  on  the  environment.  
Ukrenergo  aims  to  efficiently  use  resources  and  minimize  waste  and  emissions.

4.12.2.  Where  possible,  Ukrenergo  uses  reusable  and  recyclable  equipment,  tools  and  office  supplies.  Ukrenergo  must  
constantly  strive  to  optimize  and  modernize  production  in  order  to  reduce  emissions  and  preserve  natural  
resources.

high  risk  and  high  risk  equipment)

4.12.3.  Ukrenergo  promotes  environmental  safety  by  ensuring  compliance  with  Ukrainian  and  international  legislation,  as  
well  as  Requirements.  Emissions  of  polluting  substances  or  special  use  of  natural  resources  are  prohibited  
without  the  permission  of  the  relevant  state  authority  in  cases  provided  for  by  law  or  contrary  to  the  internal  
regulations  of  Ukrenergo.

ÿ  All  Involved  Persons  have  been  informed  of  and  have  accepted  this  Policy  and  Compliance  Regulations
obligations  to  comply  with  them;

KEY  COMPLIANCE  PROCEDURES

ÿ  Proper  maintenance  and  operation  of  equipment  and  ensuring  the  safety  of  workers

ÿ  All  Involved  persons  undergo  introductory  anti-corruption  briefings  and  briefings  in  the  field  of  compliance,  and
as  well  as  periodic  follow-up  briefings;

seats;

Ukrenergo  organizes  the  following  procedures  to  ensure  compliance  with  the  Requirements:

ÿ  The  long-term  program  of  measures  for  the  implementation  of  the  Policy  Compliance  and  the  Annual  Plans  for  the  

implementation  of  the  Policy  Compliance  are  developed,  approved  and  brought  to  the  attention  of  the  responsible  Involved  persons;

potential  business  partners);

5.   

ÿ  Appointed  Compliance  Officer  (who  has  sufficient  powers  and  resources);  ÿ  Corruption  

and  other  risks  in  the  field  of  compliance  are  properly  identified  and  registered
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ÿ  Provision  of  work  clothes,  helmets  and  other  items  necessary  for  individual  and  collective  use

(documented),  evaluated  and  measures  taken  to  reduce  them;

protection;

5.1.   

ÿ  Training  and  briefing  of  the  Involved  persons  on  occupational  health  and  safety  issues;  ÿ  

Establishment  of  internal  rules  and  procedures  in  addition  to  the  requirements  established  by  legislation;  ÿ  

Ensuring  that  all  employees  undergo  medical  examinations  required  by  law;  ÿ  Internal  control  over  compliance  

with  both  statutory  and  internal  rules  and  regulations.
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ÿ  Information  with  limited  access  regarding  the  activities  of  Ukrenergo  and  third  parties  in  an  appropriate  manner

6.3.   

EXCHANGE  OF  INFORMATION  AND  INSTRUCTIONS

ÿ  Developed  criteria  for  approving  business  partners;

6.   

6.5.   

External  information  exchange  includes  publishing  this  Policy,  the  Anti-Corruption  Program  on  the  corporate  website  and  collecting  

suggestions  from  all  interested  parties  for  their  improvement.

ÿ  Conflicts  of  interest  are  properly  identified,  disclosed  and  resolved

IDENTIFICATION,  ASSESSMENT  AND  MANAGEMENT  OF  COMPLIANCE  RISKS

Ukrenergo  blocks  any  illegal  activity  of  third  parties  aimed  at  violating  compliance  requirements.

Internal  communication  involves  regular  communications  from  management  about  all  material  changes  to  this  Policy,  the  Compliance  

Regulations,  and  compliance-related  procedures  and  practices.

ÿ  Restrictions  on  gifts,  participation  in  political  and  charitable  activities  have  been  established;  ÿ  Appropriate  

monitoring  and  control  of  compliance  is  carried  out  by  Ukrenergo  and  Involved  persons;  ÿ  All  Involved  persons  are  obliged  to  

report  violations  in  the  field  of  compliance;  ÿ  The  system  for  reporting  violations  (including  on  the  basis  of  anonymity)  is  available  

and  properly  supported;

Ukrenergo  (through  the  Compliance  Officer)  maintains  and  updates  the  register  of  compliance  risks  and  business  processes  with  a  high  

level  of  compliance  risk.

7.   

non-discrimination;

6.2.   

7.2.   

ÿ  Developed  and  implemented  anti-corruption  provisions  and  other  provisions  in  the  field  of  compliance  for  agreements  and  contracts  

with  business  partners;

protected  and  structured;  adequate  technical  protection  measures  are  provided.

6.4.   

Ukrenergo  regularly  carries  out  internal  and  external  information  exchange  regarding  actions  in  the  field  of  compliance.

ÿ  Projects  of  Transactions  with  interest  are  agreed  with  the  Compliance  officer;

6.1.   

Ukrenergo  cannot  be  involved  in  any  suspicious  activity  that  undermines  its  reputation.

7.3.   

reporting  and  submission  of  financial  statements;

Ukrenergo  carries  out  identification  and  assessment  of  compliance  risks  on  an  ongoing  basis  with  the  aim  of  their  timely  prevention,  

detection  and  elimination.

6.6.  Detailed  information  on  the  principles  and  procedures  for  effective  identification,  assessment  and  management  of  compliance  risks  is  specified  

in  the  Policy  on  Compliance  Risk  Management.
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ÿ  All  alleged  violations  are  properly  recorded  and  investigated;  ÿ  All  Involved  persons  and/or  third  

parties  who  violated  the  Requirements  shall  be  prosecuted;  ÿ  Violations  in  the  field  of  compliance  are  reported  to  the  Regulator  

and  public  authorities  (in  cases  provided  for  by  law,  or  when  it  corresponds  to  the  legitimate  interests  of  Ukrenergo);  ÿ  All  obligations  of  

Ukrenergo  regarding  information  disclosure,  transparency  and

7.1.   

Ukrenergo  establishes  minimum  risk  management  standards  related  to  its  daily  activities.
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All  reports  of  compliance  violations  committed  by  the  

Director  must  be  sent  by  the  Compliance  Officer  to  

the  Supervisory  Board  immediately,  but  no  later  than  

the  next  business  day.

7.4.   

NOTICE  OF  INFRINGEMENT

8.2.  If  the  violation  was  committed  by  an  official  of  the  public  

administration  body,  the  Compliance  Officer  analyzes  

the  notification  regarding  such  a  violation  and  informs  

the  authorized  division  of  the  public  administration  

body  about  the  violation  committed  by  its  official.

Ukrenergo  organizes  technical  solutions  that  ensure  the  anonymity  of  the  person  reporting  the  violation.  Such  technical  solutions  also  

make  it  possible  to  send  documents.

Concerned  persons  may  contact  the  Compliance  Officer  directly  with  written  requests.  The  compliance  officer  must  provide  the  requested  

persons  with  a  written  response/clarification  within  5  working  days  of  receiving  the  relevant  request.

hotline

If  a  violation  is  discovered,  any  Involved  Person  

must  immediately  notify  the  Compliance  Officer  and  

the  Director.  If  the  Involved  Person  becomes  aware  

of  a  violation  committed  by  the  Compliance  Officer  

and/or  his/her  subordinates,  the  Involved  Person  

shall  immediately  notify  the  Director  by  sending  a  

message  to  his  personal  e-mail  befree@ua.energy.

Ukrenergo  regularly  conducts  briefings  for  Involved  Persons  on  anti-corruption,  standards  and  requirements  provided  for  OSP  and  other  

issues  in  the  field  of  compliance,  developed  in  accordance  with  the  needs,  circumstances,  functions  and  duties  of  Involved  Persons.

electronic  
mail

mailbox

8.3.  The  Compliance  Officer  is  responsible  for  organizing  an  effective  whistleblowing  system.  The  whistleblowing  system  is  accessible,  protects  

anonymity  and  respects  the  rights  of  the  whistleblower.  Notification  is  made  by:

7.5.   

personal  

reception

ÿ  a  call  to  the  hotline;

ÿ  sending  a  letter  to  e-mail;

All  Involved  Persons  must  successfully  complete  all  compliance  training.

ÿ  personal  reception

8.5.   
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Officer  
Compliance  officer

ÿ  mailbox.

7.6.   

8.4.  Detailed  information  (phone  number,  e-mail  address,  office  hours  Compliance  officer)  is  available  on  the  website  of  Ukrenergo  under  the  heading  

About  us  ->  Anti-corruption.

8.   

address:

8.1.   

Compliance   
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Officials  (except  Compliance  officer  
and  others  specified  in  the  2nd  line  of  
protection)

environmental  protection

Internal  auditor

External  
supervision  External  auditors,  state  regulatory  bodies

Compliance  Officer,  Director  of  
Legal  Support,  Director  of  the  
Department  of  Economic  Security,  
Head  of  the  Department  of  Regime-
Secret  Work  and  Technical  Protection  of  
Information,  Director  of  Information  
Technologies,  Risk  Manager  (if  created),  
Director  of  the  Department  of  Labor  
Safety,  Fire  Safety  and

The  breach  notification  system  also  complies  with  the  requirements  for  the  protection  of  personal  data.  Personal  data  that  no  

longer  need  to  be  processed  in  connection  with  the  notification  of  a  possible  violation  must  be  deleted.

9.   
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8.6.   

9.1.   

CONTROL.  OFFICIAL  CHECKS  AND  OFFICIAL  INVESTIGATIONS

All  messages  must  be  properly  registered  and  analyzed  by  the  Compliance  Officer  or  the  Director  (in  accordance  with  clause  

8.1  of  this  Policy).

The  Compliance  Officer,  the  Director,  the  directors  of  the  departments,  the  Supervisory  Board,  within  their  competence,  are  

responsible  for  ensuring  the  fulfillment  of  the  Requirements  by  the  Involved  Persons.

8.7.   

9.2.   

Anonymous  messages  are  subject  to  consideration  if  they  contain  information  about  specific  individuals  and  facts  that  can  be  

verified.  No  person  may  be  adversely  affected  by  a  whistleblower  report,  unless  the  report  contains  knowingly  false  information.  

In  the  event  that  a  person  reports  a  violation  that  he  has  committed  or  participated  in,  his  good  faith  and  cooperation  will  be  

taken  into  account  in  determining  the  liability  that  will  be  imposed  on  such  person.

Ukrenergo  has  the  following  levels  of  internal  control:

Upon  consideration  of  the  report  or  complaint,  the  Compliance  Officer  shall  schedule  an  official  review  or  initiate  an  official  

investigation  before  the  Director  as  provided  in  Section  9.

8.8.   

If  the  report  contains  information  about  a  violation  committed  by  the  Compliance  Officer  and/or  his/her  subordinates,  the  

Director  reviews  the  report  and  orders  an  official  inspection  or  official  investigation.

-  Establishing  rules,  control  and  monitoring  for  them

-  Management  (detection  and  reduction)  of  risks

-  Implementation  of  rules  and  procedures

-  Coordination  of  the  risk  management  process

performance

-  Evaluation  of  the  effectiveness  of  the  internal  control  

system  (1st  and  2nd  lines  of  protection).

-  Compliance  with  legislation

-  Helping  the  1st  line  of  defense  in  the  implementation  of  the  

internal  control  system

-  Independent  inspections  of  units

SUPERVISORY  BOARD  OF  

UKRENERGO  Audit  Committee

1st  line

protection

2nd  line

protection

3rd  line

protection
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Specific  compliance  requirements

Director  of  legal  support

Ecological  safety

Ensuring  information  and  cyber  security
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Controller

9.2.2.  The  task  of  the  Compliance  officer  is  to  help  the  owners  of  risks,  that  is,  the  heads  of  these  units,  identify  these  risks,  develop  a  

plan  of  measures  to  reduce  them,  implement  internal  controls  and  monitor  the  implementation  of  such  a  plan  of  measures.  In  

particular,  combating  and  preventing  corruption  is,  first  of  all,  the  duty  of  top  management,  heads  of  the  Company's  structural  

and  separate  units,  and  all  employees  in  a  broad  sense.

Financial  director

environment

Director  of  Information  Technologies

The  controller  constantly  monitors  compliance  with  the  Requirements,  paying  special  attention  to  business  processes  with  

increased  compliance  risk.

1   

Covenants

2.5.   

The  controller  appoints  an  official  inspection  under  the  following  conditions:

Procurement  (except  when  there  is  a  conflict  of  interest)

2.3.   

2.6.   

ÿ  as  a  result  of  monitoring,  suspicions  arose  or  signs  of  violation  were  detected;  ÿ  presence  of  a  

notification  or  complaint  about  a  violation  in  the  field  of  compliance;  ÿ  the  presence  of  a  demand  and/

or  investigation  by  a  public  authority.  The  procedure  for  conducting  an  official  inspection  is  regulated  

by  the  Regulation  on  conducting  official  investigations  and  inspections.

Requirements

Authorized  persons  on  procurement  issues

Labor  legislation

Head  of  the  department  of  regime-secret  work  and  

technical  information  protection

9.7.  If  the  monitoring  or  official  inspection  reveals  a  violation  that  was  committed  by  an  Official,  or  could  potentially  cause  significant  

damage  to  Ukrenergo  (property  or  non-property),  the  Controller  must

9.2.1.  The  owner  of  compliance  risks  and  those  who  are  obliged  to  take  measures  to  identify  and  reduce  them  are  and  remain  the  1st  

line  of  defense  -  managers  and  their  subordinate  employees  (operational/functional  units);

Other  compliance  requirements:

Director  of  the  Department  of  Economic  Security

Director  of  the  department  of  labor  protection,  fire  safety  

and  environmental  protection

2.7.   

9.3.   

Compliance  officer

Director  of  personnel  management

Labor  protection  and  fire  safety

Director  of  the  Department  of  Economic  Security

9.4.   

2.2.   

Director  of  the  department  of  labor  protection,  fire  

safety  and  environmental  protection

9.5.   

Delineation  of  the  Controller's  responsibility  for  compliance  with  the  Requirements:

2.4.   

2.1.   

State  secret

9.6.   

ÿ

2
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REPORTING  ON  COMPLIANCE  MATTERS

to  initiate  an  official  investigation  before  the  Director.  The  Director  must  give  the  Comptroller  approval  or  refusal  to  conduct  an  internal  

investigation  within  2  working  days.

9.12.  If  a  report  of  an  offense  has  been  confirmed,  action  must  be  taken  by  the  Controller,

11.1.  The  compliance  officer  reports  to  the  Director  and  the  Supervisory  Board  in  the  following  cases:

9.8.  If  the  violation  was  committed  by  the  Director,  an  official  investigation  must  be  conducted  in  accordance  with

example:

ÿ  propose  recommendations  for  optimization  of  the  relevant  process;  ÿ  to  inform  the  

Director  and,  if  necessary,  the  Supervisory  Board  about  the  results  of  the  official  inspection  or  official  investigation  and  provide  

recommendations  for  the  correction  of  the  violation  or  prosecution.

the  procedure  established  by  the  State  Administration  Body.

RESPONSIBILITY

•  at  least  once  every  six  months;  •  at  

any  time  on  your  own  initiative;  •  at  any  time  at  

the  request  of  the  Director  and  the  Supervisory  Board;  •  in  the  event  of  a  

systematic  and/or  significant  violation  of  this  Policy,  the  Compliance  Regulations  or
other  Requirements.

10.   

The  Compliance  Officer  may  involve  employees  of  other  departments  or  departments  in  conducting  official  inspections  or  official  

investigations  with  the  consent  of  the  Direct  Supervisor  or  the  Director.  If  an  official  investigation  is  conducted  against  the  Direct  

Supervisor  of  such  a  person,  his  involvement  must  be  agreed  with  the  Director.

11.2.  This  Policy  does  not  regulate  the  issue  of  reporting  on  the  results  of  the  implementation  of  the  Anti-Corruption  Program.  The  procedure  

for  reporting  on  the  results  of  the  Anti-Corruption  Program  is  regulated  by  the  Anti-Corruption  Program.
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9.10.  The  specifics  of  conducting  an  internal  anti-corruption  investigation  are  regulated  by  the  Regulation  on  the  procedure  for  conducting  an  

internal  anti-corruption  investigation  into  violations  by  Ukrenergo  employees  of  the  requirements  of  the  Anti-Corruption  Program  or  

signs  of  committing  a  corruption  or  corruption-related  offense.

10.1.  In  the  event  that  the  Involved  Persons  violate  the  Requirements,  they  will  be  charged  with  the  following  types  of  responsibility:

•  Disciplinary  (including  termination  of  employment  relations);  •  Administrative;  

•  Criminal;  •  Compensation  for  damages  in  full,  unless  otherwise  provided  by  

Ukrainian  legislation.  10.2.  Violation  of  this  Policy  by  an  Involved  Person  is  

considered  a  gross  violation  of  his  labor/contractual  obligations  towards  Ukrenergo.

9.9.   

9.11.  The  Department  of  Economic  Security  participates  in  the  Service's  compliance  investigation  if  it

11.   

provided  for  by  the  Director's  order.
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14.3.  The  compliance  officer  must  report  on  the  implementation  of  the  compliance  system,  including  the  Long-Term  Program  of  Actions  for  the  

Implementation  of  the  Compliance  Policy  and  the  Annual  Plans  for  the  Implementation  of  the  Compliance  Policy.  14.4.  The  compliance  

officer  must  provide  reports  on  the  implementation  of  the  compliance  system,  including  the  Long-Term  Program  of  Compliance  Policy  Implementation  

Actions  and  Annual  Compliance  Policy  Implementation  Plans,  in  the  following  cases:

12.  APPROVAL,  IMPLEMENTATION  AND  VALIDITY  OF  THIS  POLICY

•  significant  changes  in  legislative  and/or  regulatory  requirements;  •  identification  

of  shortcomings  and/or  risks  that  are  not  sufficiently  covered  in  this  Policy.

•  at  least  once  every  six  months;  •  at  

any  time  at  the  request  of  the  Director  and  the  Supervisory  Board;  •  at  any  

time  on  your  own  initiative.

12.1.  The  Director,  by  his  order,  puts  this  Policy  into  effect  after  its  approval  by  the  Supervisory  Board.

Ukrenergo  no  later  than  5  days  before  its  entry  into  force.

13.2.  The  amended  Policy  shall  be  brought  to  the  attention  of  the  Affected  Persons  by  posting  it  on  the  website

12.2.  This  Policy  enters  into  force  10  days  after  its  publication  on  the  Ukrenergo  website.  12.3.  All  new  Involved  

Persons  should  familiarize  themselves  with  this  Policy  before  starting  their  duties.  Existing  Involved  Persons  must  familiarize  themselves  with  this  

policy  no  later  than  5  days  before  its  entry

IMPLEMENTATION  OF  THIS  POLICY

15.  RELATIONSHIP  TO  COMPLIANCE  PROVISIONS

15.1.  In  the  event  of  a  conflict  between  politicians,  the  provisions  of  this  Policy  shall  prevail,  except  in  the  area  of  anti-corruption,  where  the  

provisions  of  the  Anti-Corruption  Program  shall  prevail.

12.4.  This  Policy  will  remain  in  effect  until  (i)  it  is  superseded  by  another  appropriate  provision;  or  (ii)  it  will  not  be  terminated.  The  Director,  at  the  

request  of  the  Compliance  Officer  and  after  approval  by  the  Supervisory  Board,  makes  a  decision  to  replace  or  terminate  the  Policy.

14.   
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in  force

14.1.  In  order  to  ensure  the  proper  implementation  of  the  compliance  system  (including  this  Policy),  the  Compliance  Officer  develops  a  Long-Term  

Program  of  Compliance  Policy  Implementation  Measures  and  Annual  Compliance  Policy  Implementation  Plans.

14.2.  The  above  program  and  plan  must  be  agreed  with  the  Director  and  brought  to  the  attention  of  the  Participants

UPDATE  OF  THIS  POLICY13.   

persons

13.1.  The  Compliance  Officer,  together  with  the  Director,  evaluates  this  Policy  at  least  once  a  year  and,  if  necessary,  makes  changes  to  it.  In  

addition,  changes  to  this  Policy  must  be  made  under  the  following  conditions:
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A  list  of  compliance  risks  that  are  monitored  by  the  Compliance  Officer
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Appendix  1
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