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ALTHOUGH  CORRUPTION  SCHEMES  CAN  BE  COMPLEX  AND  HIGHLY  ORGANIZED,  THE  

APPLICATION  OF  COMPREHENSIVE  ANALYSIS  ALLOWS  THEM  TO  DISTINGUISH  CLEAR  

TYPICAL  COMPONENTS.

This  review  presents  typical  corruption  risks  in  the  field  of  public  procurement,  
which  are  characteristic  of  all  authorities,  local  self-government  bodies,  
enterprises,  institutions  and  organizations  that  carry  out

The  list  of  typical  corruption  risks  was  prepared  taking  into  account  the  
recommendations  of  ProZorro  experts,  founders  of  the  Clarity  Project  
open  data  analytics  system,  experts  of  the  Antitrust  League  platform,  experts  
of  Transparency  International  Ukraine,  the  Anti-Corruption  Center,  the  USAID /  
UK  aid  Project  "Transparency  and  Accountability  in  Public  Administration  and  
services /  TAPAS",  as  well  as  the  Ministry  of  Economic  Development,  Trade  
and  Agriculture  of  Ukraine.

purchases  The  development  also  offers  a  vision  for  the  elimination  
(minimization)  of  identified  corruption  risks.

The  direction  of  strategic  analysis  of  corruption  risks  of  the  National  
Agency  for  the  Prevention  of  Corruption  is  designed  to  identify  systemic  
corruption  risks  (schemes)  in  the  activities  of  state  bodies,  local  self-
government  bodies,  enterprises,  institutions  and  organizations,  as  well  as  to  
provide  proposals  for  their  minimization.  A  series  of  reviews  of  typical  corruption  
risks  has  been  started  in  the  field  of  public  procurement.

At  the  same  time,  unscrupulous  customers  and  procurement  participants  find  
an  opportunity  to  abuse  the  rights  granted  to  them  by  law  and  loopholes  in  this  
system  as  well.

In  addition  to  working  with  specific  corruption  risks  and  schemes,  this  review  
characterizes  the  most  corruption-vulnerable  elements  of  public  procurement  
procedures;  the  most  common  factors  of  corruption  risks  are  listed;  the  lines  of  
anti-corruption  protection  and  the  recommended  division  of  functions  between  
the  structural  divisions  of  the  customer  in  the  planning  and  organization  of  
procurement  are  presented.  Also,  the  authors  of  the  publication  proposed  an  
approximate  checklist  of  risk  indicators  in  procurement,  which  will  enable  the  
authorized  units  (authorized  persons)  for  the  prevention  and  detection  of  
corruption  to  conduct  an  internal  analysis  of  the  procurement  procedure  for  the  
subject  of  corruption  vulnerability.

Purchases  of  goods,  works  and  services  to  meet  the  needs  of  
territorial  communities  or  the  state,  according  to  numerous  studies,  are  
classified  as  areas  with  a  high  level  of  corruption  risks.  Thanks  to  the  
procurement  reform  in  Ukraine,  procurement  procedures  are  mostly  
carried  out  electronically  through  the  ProZorro  system,  which  is  designed  
to  ensure  the  minimization  of  corruption  schemes  and  is  recognized  as  one  
of  the  best  practices  in  the  world  rankings  of  public  procurement  transparency.
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ELEMENTS  OF  PUBLIC  PROCUREMENT  PROCEDURES  VULNERABLE  TO  CORRUPTION

Application  of  non-competitive  procedures

Determining  the  need,  planning  purchases  and  calculating  the  expected  cost

Conclusion  of  direct  contracts

Development  of  tender  documentation  and  definition  of  qualification  criteria

Consideration  of  tender  offers

Signing  a  contract

Procurement  to  combat  the  coronavirus  disease  (COVID-19)  pandemic
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INFIDELITY  OF  OFFICIALS

practitioner

factors.

Discretion  of  powers  in  this  case  comes  from  the  essence  of  the  procurement  
function,  since  it  is  the  customer  who  can  reliably  determine  the  need  for  
individual  goods/works/services  necessary  to  ensure  his  activity,  detail  the  
technical,  qualitative  and  quantitative  characteristics  of  the  subject  of  procurement,  
determine  the  requirements  for  suppliers,  as  well  as  conditions  contract

Unscrupulous  behavior  of  officials  distorts  the  principles  of  effective  

and  transparent  procurement,  creation  of  a  competitive  environment,  
development  of  fair  competition,  and  also  leads  to  financial  losses  of  the  
customer,  illegal  enrichment  of  the  persons  involved,  receipt  of  goods/

works/services  of  inadequate  quality  and/or  at  an  inflated  cost.

Dishonesty  is  a  constant,  integral  factor  that  determines  the  existence  of  
any  corruption  risk,  and  therefore  ranks  first  among  the  reasons  that  create  
conditions  for  the  spread  of  corrupt  practices  in  the  field  of  public  procurement.  
Given  this,  dishonesty  as  a  factor  is  further  considered  in  combination  with  other  
characteristics

DISCRETIONARY  POWERS

The  Law  of  Ukraine  "On  Public  Procurement"  defines  procedural  boundaries  
and  the  procedure  for  the  actions  of  the  customer's  officials  during  procurement.  
At  the  same  time,  a  number  of  discretionary  powers  (the  ability  to  act  at  their  

own  discretion,  i.e.  to  choose  from  several  legally  permissible  solutions  the  one  
they  consider  the  best  under  the  circumstances),  in  particular,  during  the  

planning  of  purchases,  the  formation  of  tender  documents,  and  the  consideration  
of  tender  offers  creates  conditions  for  the  spread  of  corruption

THE  MOST  COMMON  FACTORS  OF  CORRUPTION  RISKS  IN  THE  PUBLIC  PROCUREMENT  PROCEDURE

Corruption  risk  factors  -  conditions  and  causes  that  encourage  (stimulate),  cause  or  allow  an  official  in  
the  performance  of  the  functions  of  the  state  or  local  self  -government  acts  that  may  lead  to  a  corruption  
or  corruption  offense.
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THE  MOST  COMMON  FACTORS  OF  CORRUPTION  RISKS  IN  THE  PUBLIC  PROCUREMENT  PROCEDURE

LACK  OF  INTERNAL  CONTROL  SYSTEMS;  THE  PRACTICE  OF  

NARROW  OPERATIONAL  CONTROL  OF  PUBLIC  PROCUREMENTS

A  common  factor  of  corruption  risks  in  the  field  of  procurement  is  the  
customer's  lack  of  comprehensive  policies  and  procedures,  which  
provide  for  the  division  of  functions  between  structural  divisions  for  effective  
planning,  organization  and  implementation  of  public  procurement,  preservation  
of  the  body's  assets,  prevention  of  corrupt  actions,  as  well  as  their  detection.  
Instead,  a  common  practice  is  the  lack  of  integral  analysis  and  monitoring  of  
purchases,  implementation  of  a  risk  management  system,  proper  distribution  of  
functions,  audit  of  contract  execution,  low  level  of  competence  of  the  customer's  
responsible  employees.

Taking  into  account  the  above,  in  the  absence  of  effective  influence  on  
potential  dishonesty  and  the  discretionary  nature  of  the  customer's  powers,  
the  main  tools  for  minimizing  corruption  risks  in  procurement  are  the  division  
of  functions,  which  makes  it  impossible  to  concentrate  power  within  one  
structural  unit  (responsible  person)  during  the  formation  of  needs  and  
favoritism  when  considering  proposals ;  conducting  an  internal  (and  periodic  
external)  audit  to  assess  the  performance  of  contracts;  amending  the  Law  of  
Ukraine  "On  Public  Procurement"  in  order  to  regulate  the  scope  of  discretionary  
powers.
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EXAMPLES  OF  CORRUPTION  RISKS  IN  PUBLIC  PROCUREMENT
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Artificial  overestimation  

of  the  expected  cost  of  

the  purchase  in  the  

conditions  of  the  previous  

collusion  of  the  potential

The  development  of  an  internal  procurement  policy,  which  provides  for  detailed  

regulation  of  the  rights  and  responsibilities  of  the  responsible  persons  of  the  

customer  in  relation  to  procurement  planning,  a  system  of  internal  control  and  

distribution  of  functions,  which  excludes  the  concentration  of  powers  within  one  

unit  (person)

Exaggeration  of  the  

expected  purchase  price

Use  of  the  Exemplary  Methodology  for  Determining  the  Expected  Value  of  

the  Purchase  Item,  Approved  by  the  Order  of  the  Ministry  of  Economic  

Development,  Trade  and  Agriculture  of  Ukraine  dated  February  18,  2020  No.  
275

officials  of  the  customer

supplier  and
Use  of  analytical  modules  for  price  monitoring  (bi.prozorro.org,  

clarity-project.info,  acm-ua.org)

enrichment Dishonesty  of  officials

Monitoring  of  prices  during  procurement  by  the  responsible  

structural  unit  of  the  customer,  which  initiates  the  procurement,  with  

the  mandatory  provision  of  monitoring  results  as  part  of  the  justification  

for  the  need  to  enter  the  procurement  into  the  Annual  Plan

for  the  purpose  of  illegal

CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Discretionary  powers  regarding  

the  calculation  of  the  expected  

cost  of  the  purchase

Insufficient  allocation  of  

procurement  planning  

responsibilities,  lack  of  internal  

control  systems

Conducting  preliminary  market  consultations  by  the  customer  when  

planning  purchases  and  organizing  them  for  market  analysis,  including  receiving  

recommendations  and  information  from  business  entities  in  accordance  with  

Part  4  of  Art.  4  of  the  Law  "On  Public  Procurement"3

1

NAME  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK  1 EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISK  2DESCRIPTION  OF  CORRUPTION  RISK

during  the  assessment  of  corruption  risks,  the  subject  can  determine  other  factors

the  proposed  measures  have  a  recommendatory  and  framework  nature  and  can  be  changed  and  adapted  to  the  specifics  of  the  customer,  in  particular  its  structure  and  staffing,  the  specifics  of  the  procurement  activity  of  the  subject  (state  authority,  local  self-government  body,  enterprise,  institution,  organization)

to  eliminate  (minimize)  corruption  risks,  it  is  recommended  to  conduct  consultations  through  the  electronic  procurement  system  by  sending  questions  by  the  customer  and  receiving  answers  from  business  entities
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Dishonesty  of  officials

the  customer

Questionnaire  of  heads  of  structural  divisions  of  the  customer's  officials,  other  

officials  who  are  users  of  goods,  works  and  services,  to  obtain  the  necessary  information  

about  the  need

Artificial  overestimation  of  

procurement  volumes  due  to  the  

collusion  of  officials  of  the  

customer  and  potential

Exaggeration  of  

purchase  volumes

receiving  an  unlawful  benefit  in  

the  event  that  there  is  no  need  

to  purchase  the  corresponding  

declared  volume

Implementation  of  an  open  digital  accounting  system  for  the  customer's  material  

resources

supplier  with  a  purpose

The  development  of  an  internal  procurement  policy,  which  provides  for  detailed  

regulation  of  the  rights  and  responsibilities  of  the  responsible  persons  of  the  customer  

in  relation  to  procurement  planning,  a  system  of  internal  control  and  distribution  of  

functions,  which  excludes  the  concentration  of  powers  within  one  unit  (person)

Absence  of  verification  systems  for  

the  necessary  volumes  of  goods/

works/services;  accounting  systems  

of  material  resources

Discretionary  powers  to  determine  

procurement  volumes

Publication  of  the  justification  of  the  technical  and  quality  characteristics  of  the  

subject  of  procurement  by  placing  it  on  the  customer's  own  website  (or  on  the  official  

website  of  the  main  manager  of  budget  funds,  the  subject  of  management  of  state-

owned  objects,  which  performs  the  functions  of  managing  the  subject  of  the  state  

economic  sector)  in  accordance  with  the  recommendations  Resolution  No.  710  of  

the  CMU  dated  October  11,  2016

When  purchasing  works  (services)  for  repair,  construction,  reconstruction  -  control  

over  the  development  of  design  and  estimate  documentation  (verification  of  the  

declared  scope  of  work,  verification  of  the  developed  design  and  estimate  

documentation  by  other  structural  units  of  the  customer)

CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Ensuring  proper  substantiation  of  the  required  volumes  of  the  customer's  

purchases  when  planning  purchases  by  analyzing  the  stock  of  material  resources  

and  the  intensity  of  their  use  before  the  formation  of  the  need

Insufficient  distribution  of  procurement  

planning  responsibilities,  concentration  

of  powers  within  one  structural  division

NAME  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK
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Insufficient  allocation  of  procurement  

planning  responsibilities,  lack  of  

internal  systems

Discretionary  powers  during  the  

preparation  of  tender  documentation

Creation  and  organization  of  work  by  the  customer  of  protected  channels  for  

notification  of  possible  corruption  offenses  in  the  procurement  procedure,  

which  will  be  sent  to  the  authorized  unit  (authorized  person)  for  the  prevention  

and  detection  of  corruption

Introduction  of  preliminary  analysis  of  counterparties  and  visas  by  an  

authorized  unit  (authorized  person)  on  prevention  and  detection  of  

corruption  of  direct  contract  projects

CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Dishonesty  of  officials

violations  in  simplified  

procurement

Division  of  one  subject  for  

the  conclusion  of  a  direct  

contract  or  the  application  

of  simplified  procurement

Lack  of  effective  response  

mechanisms

control

Implementation  of  the  internal  security  (internal  control)  management  

of  the  analysis  of  the  Annual  Plan  for  the  presence  of  signs  of  dividing  the  

purchase  of  one  type  of  services  or  goods  into  several  separate  purchases,  

in  order  to  "bypass"  the  application  of  the  open  bidding  procedure

Deliberate  artificial  

fragmentation  of  the  subject  

of  procurement,  indicating  the  
totality  of  such  technical  or  other

Conducting  by  the  customer  of  preliminary  market  consultations  when  

planning  purchases  and  organizing  them  for  the  purpose  of  market  analysis,  

including  receiving  recommendations  and  information  from  business  entities  

in  accordance  with  Part  4  of  Art.  4  of  the  Law  of  Ukraine  "On  Public  Procurement"

Use  of  analytical  modules  for  procurement  analysis  (bi.prozorro.org,  

clarity-project.info,  acm-ua.org)

consumer  characteristics  of  

the  product,  which  make  it  

possible  to  replace  one  

competitive  procurement  

procedure  with  a  larger  number  

of  non-competitive  procurement  

procedures  (direct  contracts)  

or  the  use  of  simplified  

procurement

FACTORS  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISKNAME  OF  CORRUPTION  RISK
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CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Dishonesty  of  officialsDeliberate  artificial  

expansion  of  the  subject  of  

purchase,  indicating  the  

totality  of  such  technical  or  other  
consumer

characteristics  of  the  

product  (services,  works)  

that  only  one  manufacturer  

corresponds  to

Justification  of  the  feasibility  of  the  purchase  in  the  appropriate  

size/volume/quantity  by  the  customer's  structural  unit,  which  is  the  initiator  of  the  

purchase  in  accordance  with  the  internal  procurement  policies  adopted  by  the  body

Involvement  of  the  authorized  unit  for  the  prevention  and  detection  of  

corruption  in  purchases  with  a  high  expected  value

Conducting  by  the  customer  of  preliminary  market  consultations  when  planning  

purchases  and  organizing  them  for  the  purpose  of  market  analysis,  including  

receiving  recommendations  and  information  from  business  entities  in  accordance  

with  Part  4  of  Art.  4  of  the  Law  of  Ukraine  "On  Public  Procurement"

Implementation  of  the  internal  security  (internal  control)  management  of  

the  analysis  of  the  Annual  Plan  and  tender  documentation  for  the  presence  

of  signs  of  procurement  consolidation

The  development  of  an  internal  procurement  policy,  which  should  provide  for  detailed  

regulation  of  the  rights  and  responsibilities  of  the  responsible  persons  of  the  customer,  

determine  the  decision-making  control  system  and  the  procedure  for  involving  the  

authorized  unit  (authorized  person)  for  the  prevention  and  detection  of  corruption  in  

the  procurement  procedure

Discretionary  powers  during  the  

preparation  of  tender  documentation

Consolidation  of  the  subject  

of  procurement  to  minimize  

competition

Insufficient  allocation  of  procurement  

planning  responsibilities,  lack  of  internal  

control  systems

NAME  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISK
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CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Purchase  of  unnecessary  

goods

supplier

Discretionary  powers  during  the  

preparation  of  tender  documentation

Dishonesty  of  officials

Intentional  procurement  

of  excessively  luxurious  goods/

works/services  for  the  purpose  of  

further  use  for  own  needs  by  a  

separate  official  of  the  customer

Insufficient  allocation  of  procurement  

planning  responsibilities,  lack  of  internal  

control  systems

the  customer

Ensuring  proper  substantiation  of  the  purchase  of  necessary  goods/works/services  

by  the  structural  unit  that  is  the  initiator  of  the  purchase

Monitoring  of  the  procurement  plan  by  the  structural  divisions  of  the  customer,  which  are  

responsible  for  evaluating  the  feasibility  of  purchasing  individual  goods/works/services  with  

a  subsequent  audit  (verification)  of  use  based  on  the  results  of  the  end  of  the  procurement  

period

The  development  of  an  internal  procurement  policy,  which  should  provide  for  detailed  

regulation  of  the  rights  and  responsibilities  of  the  responsible  persons  of  the  customer,  

determine  the  decision-making  control  system  and  the  procedure  for  involving  the  authorized  

unit  (authorized  person)  for  the  prevention  and  detection  of  corruption  in  the  procurement  

procedure

Intentional  procurement  

of  goods/works/services  

for  which  there  is  no  objective  

need,  with  the  prior  collusion  of  the  

responsible  official  of  the  customer  

and

Conducting  an  internal  audit  to  assess  the  effectiveness  of  procurement

specific

NAME  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK
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thirteen

subject  of  purchase  and  

other  terms  of  the  

contract  to  limit  competition

Deliberately  making  errors  in  the  

name  and/or  code  of  the  subject  of  

procurement  to  reduce  competition  

and  minimize  the  participation  of  

"unwanted"  participants

control

Deliberate  concealment  

of  certain  parts  of  the  tender  

documentation  (procurement  

announcement  without  

publication  of  all  necessary  components)

regarding  the  

definition  of  suppliers  of  goods,  works  and

Vague,  blurred  definition  

of  the  subject  of  

procurement,  which  does  not  

allow  to  form  a  correct  idea  about  

the  consumer  characteristics  of  the  

goods  (services,  works)  that  are  

the  subject  of  procurement,  and,  

as  a  result,  leads  to  restriction  of  

competition

Publication  of  the  justification  of  the  technical  and  quality  characteristics  of  the  

subject  of  procurement  by  placing  it  on  the  customer's  own  website  (or  on  the  

official  website  of  the  main  manager  of  budget  funds,  the  subject  of  management  

of  state-owned  objects,  which  performs  the  functions  of  managing  the  subject  

of  the  state  economic  sector)  in  accordance  with  the  recommendations  

Resolution  No.  710  of  the  Cabinet  of  Ministers  of  Ukraine  dated  October  11,  

2016

CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Discretionary  powers

Insufficient  allocation  of  procurement  

planning  responsibilities,  lack  of  

internal  systems

Implementation  of  a  mechanism  for  checking  the  developed  tender  

documentation  in  terms  of  compliance  with  the  requirements  for  the  subject  of  

procurement,  which  must  involve  at  least  two  structural  divisions

Dishonesty  of  officials Use  of  the  Designer  and  sample  specifications  library  (https://

specications.prozorro.org/specications?page=1&count=10);  conducting  

preliminary  market  consultations  by  the  customer  when  planning  purchases  

and  organizing  them  for  the  purpose  of  market  analysis,  including  receiving  

recommendations  and  information  from  business  entities  in  accordance  with  

Part  4  of  Art.  4  of  the  Law  of  Ukraine  "On  Public  Procurement"

Ambiguity  of  definition

the  customer

Provision  of  incomplete,  

intentionally  vague  explanations  

regarding  the  subject  and  

conditions  of  procurement  in  

response  to  requests  from  

interested  parties

services
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competition

The  development  of  a  procurement  policy,  which  should  provide  for  detailed  
regulation  of  the  rights  and  responsibilities  of  the  responsible  persons  of  

the  customer,  determine  the  decision-making  control  system  and  the  

procedure  for  involving  the  authorized  unit  (authorized  person)  for  the  

prevention  and  detection  of  corruption  in  the  procurement  procedure

Dishonesty  of  officialsEasing  of  requirements  for  

the  standards  of  goods,  

works,  and  services  in  the  

tender  documentation

Dishonesty  of  officials

Exclusion  of  quality  

standards  requirements  from  
the  tender  documentation

Availability  of  discretionary  

powers  regarding  the  development  

of  tender  documentation

CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

In  the  internal  procurement  policy,  provide  for  measures  to  encourage  

whistleblowers  and  assist  them  in  reporting  possible  facts  of  corruption  or  

corruption-related  offenses  during  the  procurement  procedure

Conducting  a  market  analysis  and  studying  the  extent  to  which  the  

characteristics  of  the  product,  work  or  service  declared  by  the  customer  in  the  

tender  documentation  are  specific  or  special,  compared  to  other  purchases  of  

this  customer,  and  in  the  absence  of  such  -  to  other  tenders  in  the  industry

prompt  response  to  violations  in  

simplified  procurement

Discretionary  powers  during  the  

formation  of  tender  documentation

Discriminatory  conditions  

of  tender  documents  and  
restrictions

Involvement  of  the  authorized  division  (authorized  person)  for  the  

prevention  and  detection  of  corruption  in  the  analysis  of  tender  

documentation  in  individual  procurements

Using  the  Designer  and  library  of  sample  specifications  (https://

specications.prozorro.org/specications?page=1&count=10)

Taking  into  account  the  practice  of  the  Antimonopoly  Committee  of  Ukraine  in  relation  to  

other  tenders  of  the  customer  in  order  to  establish  which  requirements  have  already  been  

recognized  as  discriminatory  and  whether  the  customer  will  apply  them  in  the  future

Establishing  

discriminatory  conditions  

of  tender  documentation,  
focused  on  a  predetermined

and  supplier  by  way

Imperfect  measures

Purchase  of  low-quality  

goods,  works,  services  at  

a  low  price  in  the  conditions  
of  prior  collusion  of  the  
customer's  officials

participant,  which  narrows  

the  circle  of  potential  

participants  and/or  makes  it  

impossible  for  suppliers  who  

can  offer  work/goods/services  

of  better  quality  at  a  lower  
price  to  win

NAME  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISK

14

8

7

Machine Translated by Google



NAME  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISK

15

9

Conducting  by  the  customer  of  preliminary  market  consultations  when  planning  

purchases  and  organizing  them  for  the  purpose  of  market  analysis,  including  

receiving  recommendations  and  information  from  business  entities  in  accordance  

with  Part  4  of  Art.  4  of  the  Law  of  Ukraine  "On  Public  Procurement"

Purchase  of  services,

Ensuring  the  management  of  the  organization  conducts  a  systematic  

internal  audit  and  periodic  external  audit  of  the  execution  of  contracts  (in  accordance  

with  the  developed  internal  policies  of  the  customer)

CORRUPTION  RISKS  DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION

Intentional  procurement  of  services,  

the  result  of  which  is  difficult/

impossible  to  assess  quantitatively  
and  qualitatively  (consulting,  

methodological,  consulting,  

advertising  and  other  services)

the  performance  of  which  is  difficult  

to  assess

Dishonesty  of  officials

Discretionary  powers  when  determining  

the  necessary  procurement  items

Ensuring  proper  substantiation  of  the  purchase  by  the  structural  unit  that  is  the  

initiator  of  the  purchase
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CORRUPTION  RISKS  OF  SELECTING  THE  PROCUREMENT  PROCEDURE

Unjustified  
application  of  the  
negotiated  

procurement  procedure

The  use  of  analytical  tools  that  will  help  to  confirm  or  deny  the  need  to  apply  
a  negotiated  procurement  procedure,  in  order  to  conduct  a  study  of  the  
presence  or  absence  of  competition  on  the  market  (bi.prozorro.org,  clarity-
project.info  or  other  analytical  tools)

Intentional  procurement  under  
the  negotiation  procedure  

without  the  legal  grounds  
provided  for  in  Art.  40  of  the  

Law  of  Ukraine  "On  Public  
Procurement",  to  avoid  
competitive  and  transparent  
procedures

Dishonesty  of  officials

Publication  of  the  justification  of  the  technical  and  quality  characteristics  
of  the  subject  of  procurement  by  placing  it  on  the  customer's  own  website  
(or  on  the  official  website  of  the  main  manager  of  budget  funds,  the  subject  
of  management  of  state-owned  objects,  which  performs  the  functions  of  
managing  the  subject  of  the  state  economic  sector)  in  accordance  with  
the  recommendations  Resolution  No.  710  of  the  Cabinet  of  Ministers  of  
Ukraine  dated  October  11,  2016

The  development  of  an  internal  procurement  policy,  which  provides  for  
detailed  regulation  of  the  rights  and  responsibilities  of  the  responsible  

persons  of  the  customer  in  relation  to  procurement  planning,  a  system  of  
internal  control  and  distribution  of  functions,  which  excludes  the  concentration  
of  powers  within  one  unit  (person)

Insufficient  allocation  of  procurement  

planning  responsibilities,  lack  of  
internal  control  systems

Ensuring  proper  substantiation  of  the  procurement  of  necessary  
goods/works/services  under  the  negotiated  procurement  procedure,  
in  particular,  with  reference  to  expert,  regulatory,  technical  and  other  

documents  confirming  the  existence  of  grounds  for  applying  the  
procurement  procedure

Analysis  of  the  reasons  for  the  lack  of  a  sufficient  number  of  participants  in  
the  procurement  procedure  in  order  to  further  eliminate  them  and  increase  
competition
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The  non-competitive  nature  

of  the  supplier  selection  
procedure

the  supplier

Evaluation  by  the  internal  security  department  (internal  control)  or  another  

structural  division  of  the  customer  in  accordance  with  the  internal  policies  of  

previously  concluded  contracts  with  suppliers  for  their  repetition  and  
systematicity

The  absence  of  an  internal  act  
(or  the  imperfection  of  an  act),  which

Conspiracy  of  officials  

of  the  customer  and  potential  

counterparties  to  select  them  

as  suppliers  of  goods,  works  

and/or  services  when  concluding  

direct  contracts

regulates  the  procedure  for  

concluding  direct  contracts

Discretionary  powers  regarding  

the  selection  of  suppliers  of  

goods,  works  and  services

Dishonesty  of  officials Development  and  adoption  of  (amendments  to)  an  act  that  will  

regulate  the  procedure  for  concluding  direct  contracts,  in  particular,  

regarding  the  criteria  for  selecting  suppliers  of  goods,  works  and  services,  

and  will  also  provide  for  the  use  of  the  Prozorro-Market  electronic  catalog

Personal  contact  of  

responsible  officials  of  the  

customer  and  potential

Monitoring  of  market  prices  when  choosing  a  supplier  of  works,  goods  and  

services  under  direct  contracts  by  the  responsible  structural  unit  of  the  

customer  that  initiates  the  purchase,  with  mandatory  provision  of  monitoring  

results  as  part  of  the  justification  for  the  need  to  include  the  purchase  in  the  

Annual  Plan

CORRUPTION  RISKS  OF  CONCLUSION  OF  DIRECT  CONTRACTS

Favoritism  when  

concluding  direct  
contracts  with  a  specific

Use  of  analytical  modules  for  price  monitoring  (bi.prozorro.org,  

clarity-project.info,  acm-ua.org)

Introduction  of  preliminary  analysis  and  visa  review  by  an  authorized  unit  

(authorized  person)  on  issues  of  prevention  and  detection  of  corruption  of  

projects  of  direct  contracts  for  the  purchase  of  goods,  works  and  services  

(for  example,  by  making  changes  to  the  provisions  on  conducting  contractual  
work)

supplier

Analysis  of  counterparties  by  an  authorized  unit  (authorized  person)  

on  issues  of  prevention  and  detection  of  corruption
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CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Non-objectivity  and

The  development  of  an  internal  procurement  policy,  which  should  provide  for  detailed  

regulation  of  the  rights  and  responsibilities  of  responsible  persons  of  the  customer,  

determine  the  decision-making  control  system  and  the  procedure  for  involving  the  

authorized  person  for  the  prevention  of  corruption  in  the  procurement  procedure

participant

A  biased  approach  to  the  

consideration  of  tenders,  the  

probability  of  unjustified  

rejection  of  a  tender  with  insignificant  

and/or  technical  deficiencies  for  the  

winner  to  choose  another,  

predetermined

Involvement  of  representatives  of  the  public  council  in  the  procedure  for  

consideration  of  tender  proposals

bias  in  the  consideration  

of  the  tender  offer

participant  of  the  procedure

Dishonesty  of  officials

Ignoring  flaws  in  the  tender  

offer  of  the  participant,  who  

was  actually  determined  as  the  winner  

in  advance  due  to

Legal  uncertainty  of  the  rights  and  duties  

of  responsible  officials

Introduction  of  the  procedure  of  double  control  over  the  actions  of  the  customer,  which  

will  exclude  the  deliberate  rejection  of  tender  proposals  for  reasons  of  personal  interest,  

and  will  also  provide  for  a  mechanism  for  notification  by  the  participant  about  the  violation  

of  his  rights

collusion  of  the  customer  and

Concentration  of  powers  by  

assigning  functions  to  one  official
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The  possibility  of  personal  contact  of  
the  customer's  officials  with  the  
potential  supplier

Publication  on  the  customer's  website  of  contacts  for  
communication  with  the  authorized  unit  for  the  prevention  and  detection  
of  corruption  in  the  event  of  a  request  to  submit  paper  documents  as  part  of  
a  tender  offer/provide  samples  of  goods  (products)

Requirement  of  paper  

documents  as  part  of  
the  tender  offer  and  

samples  of  goods  (products)

submitted  exclusively  in  

electronic  form

by  demanding  the  submission  

of  paper  documents  as  part  of  
the  tender  offer  and  samples  

of  goods  (products)  for  
assessing  compliance  with  

technical  requirements,  despite  

the  direct  prohibition  to  require  
participants  to  submit  in  paper  
form  the  information  submitted  
by  them  during  the  procurement/

simplified  procurement  
procedure,  as  well  as  contrary  
to  the  norms  of  Part  1  Art.  26  of  
the  Law  of  Ukraine  "On  Public  
Procurement",  according  to  
which  the  tender  offer

CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Creation  of  conditions  
for  personal  contact  of  
responsible  officials  of  the  
customer  and  potential  

suppliers

Dishonesty  of  officials Conducting  trainings  (trainings)  for  responsible  officials  of  the  customer  
regarding  the  clarification  of  the  direct  prohibition  for  customers  to  demand  

from  participants  the  provision  of  samples  of  goods  (products),  as  well  as  the  
submission  in  paper  form  of  the  information  submitted  by  them  during  the  
procurement/simplified  procurement  procedure

Concentration  of  powers  by  

assigning  functions  to  one  official

Absence/inefficiency  of  internal  
control  systems

The  development  of  an  internal  procurement  policy,  which  should  provide  for  
a  detailed  regulation  of  the  rights  and  responsibilities  of  the  responsible  
persons  of  the  customer,  determine  the  decision-making  control  system  and  
the  procedure  for  consideration  by  the  authorized  unit  for  the  prevention  and  
detection  of  corruption  of  reports  of  corruption  from  procurement  participants.
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Conducting  an  analysis  of  the  facts  of  the  cancellation  of  purchases  and  developing  a  

mechanism  for  detecting  such  facts  in  the  future

Failure  to  notify Intentional  non-notification/

untimely  notification  of  the  

participant  about  detected  

inconsistencies  in  the  information  

and/or  documents  submitted  as  part  

of  the  tender  offer,  sending  a  

notification  with  the  requirement  to  

eliminate  such  inconsistencies  in  the  

electronic  procurement  system,  which  

will  lead  to  the  participant's  elimination  

from  the  tender  procedure  and,  as  a  

result,  victory  pre-agreed  participant

CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Cancellation  of  the  procurement  procedure  with

Publication  on  the  customer's  website  of  contacts  for  communication  

with  the  authorized  unit  for  the  prevention  and  detection  of  corruption  in  the  

event  of  a  request  to  submit  paper  documents  as  part  of  a  tender  offer

a  similar  tender  for  a  specific  

participant  who  was  unable  to  

participate  or  transparently  win  in  

the  initially  conducted  procurement  

procedure

the  purpose  of  the  announcement

Monitoring  of  canceled  procurement  procedures  by  the  customer  for  a  period  (30  or  

60  days)  and  analysis  of  the  legality  of  such  cancellation  (in  particular,  using  the  

analytical  tool  bi.prozorro.org/)

Dishonesty  of  officials

Absence/inefficiency  of  internal  

control  systems

Monitoring  of  procurement  announcements  with  a  similar  subject

participant  about  

the  non-compliance  

of  the  offer

Deliberate  cancellation  of  the  

purchase,  which  is  justified  by  

the  lack  of  further  need  for  the  

purchase  of  goods,  works  and  

services

Development  of  (amendments  to)  internal  procedures  (regulations,  instructions)  

that  regulate  the  procedure  for  consideration  by  the  authorized  unit  for  the  

prevention  and  detection  of  corruption  of  reports  of  corruption  from  procurement  

participants

Lack  of  effective  response  

measures  to  violations

In  the  internal  procurement  policy,  provide  for  measures  to  encourage  

whistleblowers  and  assist  them  in  reporting  possible  facts  of  corruption  or  corruption-

related  offenses  during  the  procurement  procedure

Training  (training)  for  responsible  officials  of  the  customer  regarding  the  clarification  

of  the  requirements  of  the  Law  of  Ukraine  "On  Public  Procurement"  in  terms  of  the  

obligation  to  comply  with  the  specified  deadlines  for  notification  of  the  participant  

about  the  non-compliance  of  the  offer

Dishonesty  of  officials
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CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Persons  directly  involved  in  the  

organization  of  the  procurement  

procedure  deliberately  do  not  

report  on  circumstances  that  may  

affect  the  process  and  outcome  of  

decision-making

Periodic  analysis  of  potential  counterparties  by  an  authorized  person  in  matters  of  

prevention  and  detection  of  corruption  for  the  purpose  of  the  existence  of  a  

connection  between  the  counterparty  and  officials  of  the  customer  involved  in  the  

procedure  of  forming  tender  documentation,  carrying  out  procurement  or  signing  

documents  from  these

conflict  of  interests  of  

representatives  (officials)

Development  and  implementation  of  codes  of  conduct  with  mechanisms  for  

prevention,  detection  and  settlement  of  conflicts  of  interest

Ignorance  of  the  procurement  

procedure  participants  with  the  requirements

Establishment  of  a  procedure  for  disclosing  information  about  a  conflict  of  interest  

by  members  of  the  tender  committee  and  refusal  to  be  included  as  a  member  of  the  

tender  committee

The  possibility  of  occurrence

legislation  on  conflict  of  

interest  settlement

the  customer

Absence  in  the  documents  and  

internal  policies  that  regulate  the  

organization  and  conduct  of  

procurement,  in  particular  the  activities  of  

the  tender  committee,  a  mechanism  for  

reporting  a  conflict  of  interests  and  actions  

of  a  member  of  the  tender  committee  

(another  person)  in  the  event  of  its  

occurrence

questions

Development  of  an  internal  mechanism  for  notification  of  a  member  of  the  tender  committee  

about  a  conflict  of  interests  and  further  actions  in  connection  with  such  a  conflict  of  interests;  

familiarization  of  tender  committee  members  with  such  a  mechanism  and  warning  of  liability  

in  case  of  its  violation
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The  development  of  an  internal  procurement  policy,  which  should  provide  for  

detailed  regulation  of  the  procedure  for  verifying  the  existence  of  grounds  for  

refusal  to  participate  in  the  procurement  procedure  and  the  procedure  for  involving  

an  authorized  person  on  the  prevention  of  corruption  in  such  verification  (in  certain  

specified  cases,  in  particular,  procurements  with  a  high  level  of  risk  -  with  a  high  

expected  cost,  urgent,  with  an  "untypical"  for  the  customer  procurement  subject,  

etc.)

Development  of  a  checklist  for  the  inspection  of  tender  participants  by  an  

authorized  unit  (authorized  person)  on  issues  of  prevention  and  detection  of  

corruption  (checklists  are  developed  for  individual  branches,  industries,  taking  

into  account  the  requirements  of  Article  17  of  the  Law  of  Ukraine  "On  Public  

Procurement"),  periodic  inspection  of  individual  procurements

Incomplete  verification  of  

participants  in  the  procurement  

procedure

CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Giving  preference  to  an  individual  

procurement  participant  by  

deliberately  ignoring  the  existence  

of  grounds  for  refusal  to  participate  

in  the  procurement  procedure;  

incomplete  verification  of  the  

existence  of  such  grounds,  as  well  

as  improper  verification  of  

subcontractors,  who  will  be  involved  

by  the  tender  winner  in  the  

execution  of  the  contract

Absence  of  internal  control  systems,  

improper  distribution  of  functions  and  

concentration  of  inspection  powers  

within  one  structural  subdivision  (one  

official  of  the  customer)

Dishonesty  of  officials

Completion  of  training  by  an  authorized  division  (person)  on  issues  of  

prevention  and  detection  of  corruption  in  order  to  acquire  skills  in  the  

analysis  of  procurements  and  identification  of  corruption  risks  during  their  

implementation
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CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Non-objectivity  and

The  development  of  an  internal  procurement  policy,  which  should  provide  for  detailed  

regulation  of  the  rights  and  responsibilities  of  responsible  persons  of  the  customer,  

determine  the  decision-making  control  system  and  the  procedure  for  involving  the  

authorized  person  for  the  prevention  of  corruption  in  the  procurement  procedure

participant

A  biased  approach  to  the  

consideration  of  tenders,  the  

probability  of  unjustified  

rejection  of  a  tender  with  insignificant  

and/or  technical  deficiencies  for  the  

winner  to  choose  another,  

predetermined

Involvement  of  representatives  of  the  public  council  in  the  procedure  for  

consideration  of  tender  proposals

bias  in  the  consideration  

of  the  tender  offer

participant  of  the  procedure

Dishonesty  of  officials

Ignoring  flaws  in  the  tender  

offer  of  the  participant,  who  

was  actually  determined  as  the  winner  

in  advance  due  to

Legal  uncertainty  of  the  rights  and  duties  

of  responsible  officials

Introduction  of  the  procedure  of  double  control  over  the  actions  of  the  customer,  which  

will  exclude  the  deliberate  rejection  of  tender  proposals  for  reasons  of  personal  interest,  

and  will  also  provide  for  a  mechanism  for  notification  by  the  participant  about  the  violation  

of  his  rights

collusion  of  the  customer  and

Concentration  of  powers  by  

assigning  functions  to  one  official

NAME  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKDESCRIPTION  OF  CORRUPTION  RISK FACTORS  OF  CORRUPTION  RISK

Machine Translated by Google



DESCRIPTION  OF  CORRUPTION  RISK EXAMPLES  OF  MEASURES  REGARDING  THE  ELIMINATION  (MINIMIZATION)  OF  CORRUPTION  RISKFACTORS  OF  CORRUPTION  RISKNAME  OF  CORRUPTION  RISK

19

thirteen

The  possibility  of  personal  contact  of  
the  customer's  officials  with  the  
potential  supplier

Publication  on  the  customer's  website  of  contacts  for  
communication  with  the  authorized  unit  for  the  prevention  and  detection  
of  corruption  in  the  event  of  a  request  to  submit  paper  documents  as  part  of  
a  tender  offer/provide  samples  of  goods  (products)

Requirement  of  paper  

documents  as  part  of  
the  tender  offer  and  

samples  of  goods  (products)

submitted  exclusively  in  

electronic  form

by  demanding  the  submission  

of  paper  documents  as  part  of  
the  tender  offer  and  samples  

of  goods  (products)  for  
assessing  compliance  with  

technical  requirements,  despite  

the  direct  prohibition  to  require  
participants  to  submit  in  paper  
form  the  information  submitted  
by  them  during  the  procurement/

simplified  procurement  
procedure,  as  well  as  contrary  
to  the  norms  of  Part  1  Art.  26  of  
the  Law  of  Ukraine  "On  Public  
Procurement",  according  to  
which  the  tender  offer

CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Creation  of  conditions  
for  personal  contact  of  
responsible  officials  of  the  
customer  and  potential  

suppliers

Dishonesty  of  officials Conducting  trainings  (trainings)  for  responsible  officials  of  the  customer  
regarding  the  clarification  of  the  direct  prohibition  for  customers  to  demand  

from  participants  the  provision  of  samples  of  goods  (products),  as  well  as  the  
submission  in  paper  form  of  the  information  submitted  by  them  during  the  
procurement/simplified  procurement  procedure

Concentration  of  powers  by  

assigning  functions  to  one  official

Absence/inefficiency  of  internal  
control  systems

The  development  of  an  internal  procurement  policy,  which  should  provide  for  
a  detailed  regulation  of  the  rights  and  responsibilities  of  the  responsible  
persons  of  the  customer,  determine  the  decision-making  control  system  and  
the  procedure  for  consideration  by  the  authorized  unit  for  the  prevention  and  
detection  of  corruption  of  reports  of  corruption  from  procurement  participants.
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Conducting  an  analysis  of  the  facts  of  the  cancellation  of  purchases  and  developing  a  

mechanism  for  detecting  such  facts  in  the  future

Failure  to  notify Intentional  non-notification/

untimely  notification  of  the  

participant  about  detected  

inconsistencies  in  the  information  

and/or  documents  submitted  as  part  

of  the  tender  offer,  sending  a  

notification  with  the  requirement  to  

eliminate  such  inconsistencies  in  the  

electronic  procurement  system,  which  

will  lead  to  the  participant's  elimination  

from  the  tender  procedure  and,  as  a  

result,  victory  pre-agreed  participant

CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Cancellation  of  the  procurement  procedure  with

Publication  on  the  customer's  website  of  contacts  for  communication  

with  the  authorized  unit  for  the  prevention  and  detection  of  corruption  in  the  

event  of  a  request  to  submit  paper  documents  as  part  of  a  tender  offer

a  similar  tender  for  a  specific  

participant  who  was  unable  to  

participate  or  transparently  win  in  

the  initially  conducted  procurement  

procedure

the  purpose  of  the  announcement

Monitoring  of  canceled  procurement  procedures  by  the  customer  for  a  period  (30  or  

60  days)  and  analysis  of  the  legality  of  such  cancellation  (in  particular,  using  the  

analytical  tool  bi.prozorro.org/)

Dishonesty  of  officials

Absence/inefficiency  of  internal  

control  systems

Monitoring  of  procurement  announcements  with  a  similar  subject

participant  about  

the  non-compliance  

of  the  offer

Deliberate  cancellation  of  the  

purchase,  which  is  justified  by  

the  lack  of  further  need  for  the  

purchase  of  goods,  works  and  

services

Development  of  (amendments  to)  internal  procedures  (regulations,  instructions)  

that  regulate  the  procedure  for  consideration  by  the  authorized  unit  for  the  

prevention  and  detection  of  corruption  of  reports  of  corruption  from  procurement  

participants

Lack  of  effective  response  

measures  to  violations

In  the  internal  procurement  policy,  provide  for  measures  to  encourage  

whistleblowers  and  assist  them  in  reporting  possible  facts  of  corruption  or  corruption-

related  offenses  during  the  procurement  procedure

Training  (training)  for  responsible  officials  of  the  customer  regarding  the  clarification  

of  the  requirements  of  the  Law  of  Ukraine  "On  Public  Procurement"  in  terms  of  the  

obligation  to  comply  with  the  specified  deadlines  for  notification  of  the  participant  

about  the  non-compliance  of  the  offer

Dishonesty  of  officials
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CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Persons  directly  involved  in  the  

organization  of  the  procurement  

procedure  deliberately  do  not  

report  on  circumstances  that  may  

affect  the  process  and  outcome  of  

decision-making

Periodic  analysis  of  potential  counterparties  by  an  authorized  person  in  matters  of  

prevention  and  detection  of  corruption  for  the  purpose  of  the  existence  of  a  

connection  between  the  counterparty  and  officials  of  the  customer  involved  in  the  

procedure  of  forming  tender  documentation,  carrying  out  procurement  or  signing  

documents  from  these

conflict  of  interests  of  

representatives  (officials)

Development  and  implementation  of  codes  of  conduct  with  mechanisms  for  

prevention,  detection  and  settlement  of  conflicts  of  interest

Ignorance  of  the  procurement  

procedure  participants  with  the  requirements

Establishment  of  a  procedure  for  disclosing  information  about  a  conflict  of  interest  

by  members  of  the  tender  committee  and  refusal  to  be  included  as  a  member  of  the  

tender  committee

The  possibility  of  occurrence

legislation  on  conflict  of  

interest  settlement

the  customer

Absence  in  the  documents  and  

internal  policies  that  regulate  the  

organization  and  conduct  of  

procurement,  in  particular  the  activities  of  

the  tender  committee,  a  mechanism  for  

reporting  a  conflict  of  interests  and  actions  

of  a  member  of  the  tender  committee  

(another  person)  in  the  event  of  its  

occurrence

questions

Development  of  an  internal  mechanism  for  notification  of  a  member  of  the  tender  committee  

about  a  conflict  of  interests  and  further  actions  in  connection  with  such  a  conflict  of  interests;  

familiarization  of  tender  committee  members  with  such  a  mechanism  and  warning  of  liability  

in  case  of  its  violation
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The  development  of  an  internal  procurement  policy,  which  should  provide  for  

detailed  regulation  of  the  procedure  for  verifying  the  existence  of  grounds  for  

refusal  to  participate  in  the  procurement  procedure  and  the  procedure  for  involving  

an  authorized  person  on  the  prevention  of  corruption  in  such  verification  (in  certain  

specified  cases,  in  particular,  procurements  with  a  high  level  of  risk  -  with  a  high  

expected  cost,  urgent,  with  an  "untypical"  for  the  customer  procurement  subject,  

etc.)

Development  of  a  checklist  for  the  inspection  of  tender  participants  by  an  

authorized  unit  (authorized  person)  on  issues  of  prevention  and  detection  of  

corruption  (checklists  are  developed  for  individual  branches,  industries,  taking  

into  account  the  requirements  of  Article  17  of  the  Law  of  Ukraine  "On  Public  

Procurement"),  periodic  inspection  of  individual  procurements

Incomplete  verification  of  

participants  in  the  procurement  

procedure

CORRUPTION  RISKS  WHEN  EVALUATING  TENDER  OFFERS

Giving  preference  to  an  individual  

procurement  participant  by  

deliberately  ignoring  the  existence  

of  grounds  for  refusal  to  participate  

in  the  procurement  procedure;  

incomplete  verification  of  the  

existence  of  such  grounds,  as  well  

as  improper  verification  of  

subcontractors,  who  will  be  involved  

by  the  tender  winner  in  the  

execution  of  the  contract

Absence  of  internal  control  systems,  

improper  distribution  of  functions  and  

concentration  of  inspection  powers  

within  one  structural  subdivision  (one  

official  of  the  customer)

Dishonesty  of  officials

Completion  of  training  by  an  authorized  division  (person)  on  issues  of  

prevention  and  detection  of  corruption  in  order  to  acquire  skills  in  the  

analysis  of  procurements  and  identification  of  corruption  risks  during  their  

implementation
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Carrying  out  monitoring  of  additional  agreements  to  the  concluded  

contracts  of  the  customer  by  the  structural  division  determined  in  accordance  with  

the  internal  policies  developed

Introduction  of  preliminary  analysis  and  visa  approval  by  the  authorized  division  

(authorized  person)  for  the  prevention  and  detection  of  corruption  of  drafts  of  

additional  agreements  to  contracts  for  the  purchase  of  goods,  works  and  services

Failure  to  establish  control  (or  

insufficient  control)  over

terms  of  the  contract,  etc

Unjustified  changes  

to  the  purchase  

agreement  by  concluding  

additional  agreements

Insufficient  control  over  the  actions  

of  officials  responsible  for  organizing  

and  conducting  procurement

executor

Dishonesty  of  officials

Deliberately  unjustified  

conclusion  of  additional  

agreements  to  the  purchase  

contract,  which  will  lead  to  a  

decrease  in  the  quality/volume  of  

received  works/services/goods  

without  changing  its  value

execution  of  the  contract

Failure  to  conduct  an  audit

Changing  the  terms  of  the  

contract,  which  lead  to  a  decrease  

in  the  actual  costs  of  the  performer  

without  changing  the  price  of  the  

contract,  by  concluding  additional  

agreements

Undersupply  of  goods  (works/

services),  acceptance  of  non-

compliant  products

Signing  by  responsible  officials  of  

the  customer  of  documents  on  the  

proper  execution  of  the  contract  

and  the  actual  ignoring  of  violations  

committed

CORRUPTION  RISKS  AT  THE  STAGE  OF  CONCLUSION  AND  IMPLEMENTATION  OF  THE  AGREEMENT

Dishonesty  of  officials

Implementation  of  the  procedure  for  monitoring  the  implementation  of  the  

contract,  which  will  precede  the  signing  of  documents  on  the  fulfillment  of  

conditions  by  the  responsible  official

Ensuring  the  organization's  management  conducts  an  annual  internal  

audit  and  a  periodic  external  audit  of  the  customer's  execution  of  concluded  contracts

Providing  substantiation  of  the  need  to  conclude  additional  agreements  on  

amendments  to  the  purchase  agreement  and  documentary  confirmation  of  the  

expediency  of  such  amendments

Presence  of  private  interest  of  officials
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Dishonesty  of  officials

Monitoring  of  signed  contracts  to  control  the  completeness  of  the  

publication  of  all  applications

Implementation  of  a  mechanism  for  checking  the  developed  tender  

documentation  and  draft  contracts  by  several  structural  units  of  the  

customer  (in  particular,  the  structural  unit  that  is  the  initiator  of  the  purchase,  as  

well  as  the  unit  (person)  directly  responsible  for  the  organization  of  the  purchase)

Non-disclosure  of  all  

annexes  to  the  contract,  in  

particular  estimate  

documentation  when  

purchasing  repair/construction  

works  (services)

the  term  for  payment  of  the  

item  of  purchase  with  the  wording  

"payment  within  _____  days",  which  

makes  it  possible  to  manipulate  

payments  in  favor  of  a  predetermined  

participant  (in  particular,  possible  

manipulations  in  terms  of  payment  

or  non-payment  of  an  advance  

payment)

The  lack  of  free  access  to  estimate  

documentation  limits  control  over  

the  quality  of  contract  execution,  its  

cost  and  potential  overpricing  of  

construction  materials  and  works  in  

collusion  between  unscrupulous  

officials  and  the  supplier

Insufficient  control  over  the  actions  

of  officials  responsible  for  organizing  

and  conducting  procurement

CORRUPTION  RISKS  AT  THE  STAGE  OF  CONCLUSION  AND  IMPLEMENTATION  OF  THE  AGREEMENT

Dishonesty  of  officials

It  is  set  by  the  customer

payment

advance  payment

Specifying  in  the  tender  

documentation  and/or  draft  

contract  a  deliberately  

extended  payment  term  for  

the  supply  of  goods,  works  

or  services;

Development  of  an  internal  procurement  policy,  which  should  provide  for  detailed  

regulation  of  the  rights  and  obligations  of  responsible  persons  of  the  customer,  

determine  a  system  of  control  over  decision-making

documentation  of  the  right  to

When  purchasing  works  (services)  for  repair,  construction,  reconstruction  -  control  

over  the  development  of  design  and  estimate  documentation  (verification  of  the  

declared  scope  of  work,  verification  of  the  developed  design  and  estimate  

documentation  by  other  structural  units  of  the  customer)

indication  in

Insufficient  control  over  the  actions  

of  officials  responsible  for  organizing  

and  conducting  procurement
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CORRUPTION  RISKS  AT  THE  STAGE  OF  CONCLUSION  AND  IMPLEMENTATION  OF  THE  AGREEMENT

Dishonesty  of  officials

Insufficient  control  over  the  actions  
of  officials  responsible  for  organizing  

and  conducting  procurement

Non-publication  of  the  

report  on  the  procurement  

contract  when  procurement  

is  carried  out  without  the  

use  of  an  electronic  system
Audit  of  the  procedures  carried  out  by  the  body  in  order  to  identify  facts  

of  non-disclosure  of  the  report  on  the  purchase  contract

Concealment  of  the  terms  of  the  

contract  concluded  as  a  result  of  

the  procurement  without  the  use  of  

an  electronic  system,  which  is  a  

non-competitive  procurement  

procedure,  in  the  conditions  of  the  

prior  collusion  of  the  officials  of  the  

customer  and
supplier

Control  by  the  structural  division  of  the  customer  (in  accordance  with  the  

adopted  internal  policies)  on  the  publication  of  the  contract  concluded  based  

on  the  results  of  the  procurement  without  the  use  of  an  electronic  system
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Insufficient  allocation  of  procurement  

planning  responsibilities,  lack  of  internal  

control  systems

•  reconciliation  of  the  procurement  list  with  works/goods/services  allowed  for  

this  procedure.

Implementation  by  the  Department  of  Internal  Security  (or  another  

structural  unit  in  accordance  with  adopted  internal  policies)  of  enhanced  

internal  control  over  the  customer's  purchase  of  goods,  works  or  services,  

which  are  necessary  for  the  implementation  of  measures  aimed  at  preventing  

the  occurrence  and  spread,  localization  and  elimination  of  outbreaks,  epidemics  

and  pandemics

Implementation  of  a  mechanism  for  checking  the  developed  tender  

documentation  regarding  compliance  with  the  requirements  for  compliance  with  

the  list  of  permitted  goods/works/services

•  development  of  a  separate  procedure  for  carrying  out  such  purchases  and  

monitoring  their  implementation;

CORRUPTION  RISKS  OF  PROCUREMENT  TO  PREVENT  THE  CORONAVIRUS  DISEASE  PANDEMIC  (COVID-19)

Changing  the  subject  

of  the  contract

COVID-19,  caused  by  the  SARS-CoV-2  coronavirus,  in  accordance  with  

the  rules  defined  in  the  Resolution  of  the  Cabinet  of  Ministers  of  Ukraine  dated  

March  20,  2020  No.  225,  namely:

Involvement  of  the  authorized  unit  (authorized  person)  on  issues  of  prevention  

and  detection  of  corruption  in  procurement  under  the  COVID-19  procedure

Procurement  without  conducting  

open  auctions  of  goods/works/

services  that  are  not  included  in  

the  list  approved  by  Resolution  

No.  225  of  the  Cabinet  of  Ministers  

of  Ukraine  dated  March  20,  2020

Discretionary  powers  of  the  

customer's  officials

•  separation  of  responsibilities  between  employees  to  reduce  the  risks  of  illegal  

actions  and  timely  detection  of  such  actions;

Dishonesty  of  officials
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Insufficient  allocation  of  responsibilities  

for  procurement  planning  and  

organization,  lack  of  internal  control  

systems

•  reconciliation  of  the  procurement  list  with  works/goods/services  allowed  

for  this  procedure.

COVID-19,  caused  by  the  SARS-CoV-2  coronavirus,  in  accordance  

with  the  rules  defined  in  the  Resolution  of  the  Cabinet  of  Ministers  of  Ukraine  

dated  March  20,  2020  No.  225,  namely:

Conducting  a  market  analysis  by  the  structural  unit  of  the  customer  

(according  to  the  adopted  internal  policies)  when  forming  the  expected  cost  of  the  

purchase

•  development  of  a  separate  procedure  for  carrying  out  such  purchases  

and  monitoring  their  implementation;

CORRUPTION  RISKS  OF  PROCUREMENT  TO  PREVENT  THE  CORONAVIRUS  DISEASE  PANDEMIC  (COVID-19)

Procurement  of  goods  

at  an  inflated  expected  

cost  in  the  absence  of  

competitive  bidding  in  

conditions  of  prior  collusion  by  

responsible  officials  of  the  

customer

Overestimation  of  expected  

value

Conducting  by  the  customer  of  preliminary  market  consultations  when  planning  

purchases  and  organizing  them  for  the  purpose  of  market  analysis,  including  

receiving  recommendations  and  information  from  business  entities  in  accordance  

with  Part  4  of  Art.  4  of  the  Law  of  Ukraine  "On  Public  Procurement"

Dishonesty  of  officials

Lack  of  competitive  supplier  

selection  procedures

•  separation  of  responsibilities  between  employees  to  reduce  the  risks  of  illegal  

actions  and  timely  detection  of  such  actions;

Implementation  by  the  Department  of  Internal  Security  (or  another  

structural  unit  in  accordance  with  adopted  internal  policies)  of  enhanced  

internal  control  over  the  customer's  purchase  of  goods,  works  or  services,  

which  are  necessary  for  the  implementation  of  measures  aimed  at  preventing  

the  occurrence  and  spread,  localization  and  elimination  of  outbreaks,  

epidemics  and  pandemics
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The  customer  did  not  make  public  

the  concluded  contracts  during  

the  publication  of  procurement  

reports  under  the  procedure

Dishonesty  of  officials

CORRUPTION  RISKS  OF  PROCUREMENT  TO  PREVENT  THE  CORONAVIRUS  DISEASE  PANDEMIC  (COVID-19)

COVID-19

Implementation  by  the  legal  service  of  monitoring  concluded  contracts  to  control  

compliance  with  the  requirements  for  publishing  the  contract  in  the  electronic  

procurement  system

Systematic  analysis  by  the  internal  audit  unit  of  procurement  procedures  carried  out  

by  the  customer  in  order  to  identify  facts  of  non-disclosure  of  the  contract

Insufficient  control  over  the  actions  of  

the  customer's  officials  responsible  

for  the  organization  and  conduct  of  

purchases

Non-disclosure  of  

the  contract  during  procurement
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LINES  OF  ANTI-CORRUPTION  PROTECTION  OF  PUBLIC  PROCUREMENTS
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AND  THE  LINE  OF  DEFENSE  IS  THE  RISK  OWNERS

THE  THIRD  LINE  OF  DEFENSE  IS  INDEPENDENT  ASSESSMENT

THE  SECOND  LINE  OF  DEFENSE  IS  RISK  CONTROL

EXTERNAL  AUDIT

AUTHORITY  MANAGEMENT

30

The  internationally  recognized  risk  management  model,  which  is  used,  among  other  things,  during  the  implementation  of  anti-corruption  compliance  systems  in  large  companies,  is  
called  "Three  Lines  of  Defense" (3LoD,  Three  Lines  of  Defense).  Adapted  to  the  structure  of  a  public  entity,  it  provides  for  the  following  division  of  functions:

Tender  committee/Authorized  person  
Financial  support  unit  Legal  service  

Structural  unit  responsible  for  
organizing  and  conducting  procurements  Administrative  and  economic  department  

Other  structural  units

Internal  audit

Department  of  Internal  Security  (Internal  Control)  Authorized  
Unit  (Authorized  Person)  for  the  Prevention  and  Detection  of  Corruption
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5  from  April  19,  2020,  only  an  authorized  person  of  the  customer  can  carry  out  simplified  purchases  of  Prozorro.  And  from  January  1,  2022,  the  authorized  person  will  conduct  all  purchases.

APPROXIMATE  DISTRIBUTION  OF  FUNCTIONS  BETWEEN  THE  STRUCTURAL  SUBDIVISIONS  OF  THE  CUSTOMER

see  more  details  -  https://infobox.prozorro.org/articles/tenderniy-komitet-vs-upovnovazhena-osoba

documents  for  the  exercise  of  powers  in  the  field  of  protection  of  whistleblowers,  

to  summon  and  interview  persons  whose  actions  or  inactions  relate  to  the  facts  

reported  by  the  whistleblower;  •  carries  out  measures  to  identify  conflicts  of  

interest.

•  conducts  legal  examination  of  draft  agreements  (contracts)  prepared  by  structural  

units  of  the  enterprise;  •  approves  (endorses)  draft  contracts,  subject  to  the  

approval  (endorsement)  of  the  heads  of  the  interested  structural  units;  •  the  

management  of  the  body  informs  the  head  of  the  need  to  take  measures  to  

amend  the  agreements  (contracts);  •  promotes  the  timely  adoption  of  measures  to  

eliminate  violations  specified  in  court  decisions,  relevant  documents  of  law  

enforcement  and  control  bodies.

INTERNAL  AUDIT

•  does  not  determine  the  need  for  purchase;  quantity,  quality,  technical

AUTHORIZED  UNIT  (AUTHORIZED  PERSON)  FOR  THE  

PREVENTION  AND  DETECTION  OF  CORRUPTION

LEGAL  SERVICE

characteristics  of  the  subject  of  procurement,  but  summarizes  the  proposals  of  

structural  subdivisions;  •  does  not  calculate  the  expected  purchase  price;  •  

enters  purchases  into  the  Annual  Plan,  chooses  the  type  of  procurement  procedure;  

•  conducts  procurement  procedures,  but  is  not  responsible  for  implementation

•  can  analyze  counterparties  and  provide  information  about  them  to  the  

manager;  •  considers  reports  on  possible  facts  of  corruption  or  corruption-

related  offenses;  •  cooperates  with  whistleblowers;  •  can  demand  from  other  

structural  subdivisions  of  the  customer

•  provides  objective  and  independent  conclusions,  recommendations  on  

the  functioning  of  the  internal  control  system  and  its  improvement,  

prevention  of  illegal,  inefficient  and  ineffective  use  of  budget  funds.

contract

CUSTOMER'S  TENDER  COMMITTEE  4.5

•  organizes  work  related  to  concluding  agreements  (contracts);  •  participates  in  the  

preparation  of  agreements  (contracts)  and  the  implementation  of  measures  aimed  at  

fulfilling  contractual  obligations,  ensuring  the  protection  of  property  rights  and  legal  

interests  of  the  executive  body;
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APPROXIMATE  DISTRIBUTION  OF  FUNCTIONS  BETWEEN  THE  STRUCTURAL  SUBDIVISIONS  OF  THE  CUSTOMER

can  be  created  by  the  customer  in  case  of  large  volumes  of  purchases,  complex  and/or  specific  purchases.

•  can  choose  a  supplier  under  a  direct  contract;  •  may  
participate  in  the  formation  and  review  of  tender  documentation

tender  committee;  •  
analyzes  tender  offers.

SUBDIVISION  OF  FINANCIAL  SECURITY

tender  offers.

STRUCTURAL  SUBDIVISION  OF  THE  

CUSTOMER  INITIATING  THE  PURCHASE

•  verifies  availability  of  budget  funding  for  procurement.

•  calculates  the  need,  technical  and  quality  characteristics  of  work,  
goods,  services  that  must  be  purchased;  •  carries  out  preliminary  

monitoring  of  the  market  value  of  the  item

STRUCTURAL  UNIT  RESPONSIBLE  FOR  
ORGANIZING  AND  PROCUREMENT  6

purchases;

•  carries  out  organizational  and  documentary  support  of  the  work
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CHECKLIST  OF  RISK  INDICATORS  IN  PURCHASES
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IN  ORDER  TO  ACHIEVE  AN  EFFECTIVE  RESULT  OF  ANALYSIS  OF  THE  
CUSTOMER'S  PURCHASE  PROCEDURE  AND  DETERMINE  THE  PRESENCE  

OF  CORRUPTION  RISKS,  IT  IS  ADVISABLE  TO  HAVE  A  CHECKLIST  

PREPARED  IN  ADVANCE,  WHICH  CONTAINS  A  LIST  OF  ISSUES  TO  BE  

CHECKED.

This  makes  it  possible  to  make  an  objective  conclusion  about  the  procurement  of  goods/works/services  
and  the  potential  corruption  vulnerabilities  of  the  procedure.  For  example,  the  concept  of  the  system  of  
risk  indicators  is  applied  by  the  State  Audit  Service  of  Ukraine,  which,  based  on  them,  makes  a  decision  
on  conducting  monitoring,  which  should  help  identify  unscrupulous  state  customers  in  the  early  stages  of  
procurement.  The  authors  of  the  study  prepared  an  approximate  list  of  questions  that  should  be  in  the  checklist.
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Is  there  a  competitive  market  for  goods  and  services  that  the  customer  needs?

Were  the  scope  of  work  and  technical  requirements  for  the  tender  documentation  confirmed  and  checked  by  another  structural  unit  of  the  customer?

Aren't  artificial  conditions  created  to  screen  out  competitors  by  placing  an  excessively  large  order?

Has  market  research  been  done  to  ascertain  how  many  suppliers  are  offering  what  products  or  services,  when  and  at  what  market  price?

DURING  PROCUREMENT  PLANNING,  FORMATION  OF  TENDER  DOCUMENTATION,  PROCEDURE  SELECTION

Do  the  scope  of  work  and  technical  requirements  for  the  tender  documentation  allow  for  transparent  competition?

Is  the  need  to  purchase  goods  or  services  justified?

Is  this  procurement  timely,  or  is  there  enough  time  for  further  implementation  of  the  contract  and  achievement  of  procurement  objectives  within  the  established  

time  limits?

Are  there  grounds  for  the  customer  to  use  a  negotiated  procurement  procedure  instead  of  a  general  tender  procedure?

Was  the  purchase  planned  in  advance  and  included  in  the  Annual  Plan?

Is  this  purchase  urgent,  and  if  so,  is  its  urgency  fully  justified?

Which  structural  division  of  the  customer  developed  the  scope  of  work  and  technical  requirements  for  the  tender  documentation,  could  the  officials  of  the  

division  act  in  conditions  of  conflict  of  interests?

Are  there  no  discriminatory  conditions  in  the  approved  tender  documentation,  "targeted"  at  a  specific  bidder?
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DURING  EVALUATION  OF  TENDER  OFFERS  AND  SELECTION  OF  THE  WINNER

Is  there  a  conflict  of  interest  that  could  affect  the  selection  of  the  winner?

Whether  there  was  a  check  of  the  existence  of  grounds  for  refusal  to  participate  in  the  procurement  procedure  under  Art.  17  of  the  Law  of  Ukraine  "On  Public  Procurement"?

If  the  winning  bidder's  bid  was  rejected,  was  it  done  legally?

How  many  bids  were  received  (were  there  few  bids  in  a  competitive  market)?

Does  the  winning  bidder  act  as  a  supplier  only  for  this  customer/participate  only  in  its  purchases?

Did  the  customer  not  apply  a  selective,  biased  approach  to  the  consideration  of  tender  proposals  of  the  participants?

Was  the  cancellation  of  the  procurement  procedure  justified  due  to  the  lack  of  further  need  for  the  procurement  of  goods,  works  and  services?

Were  other  bidders  other  than  the  winning  bidder  disqualified?

Did  the  customer  meet  the  deadlines  for  notifying  tenderers  about  the  non-compliance  of  the  tender  offer?

Will  the  winner  attract  contractors?  Have  such  contractors  been  vetted?

Did  the  customer  hold  auctions  with  existing  participants  for  the  specified  procurement  item,  which  were  already  canceled  this  year?
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Did  the  customer  publish  a  report  on  the  contract  when  purchasing  without  using  the  electronic  system?

Have  the  scope  of  work,  requirements,  or  financial  terms  changed,  and  if  so,  how?

Has  the  customer  published  the  contract  with  all  attachments?

AT  THE  STAGE  OF  CONCLUSION  AND  IMPLEMENTATION  OF  THE  AGREEMENT

Is  compliance  with  the  terms  of  the  contract  monitored  before  signing  the  documents  on  its  implementation?

Is  the  estimate  documentation  freely  available  for  the  purchase  of  repair/construction  works  (services)?

What  are  the  savings  as  a  result  of  the  tender?  Does  the  contract  price  significantly  differ  from  the  planned  expected  value  of  the  purchase  item?
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